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New Zealand's "third network" purchased in 1991 by Canadian broadcasting/publishing firm 
CanWest for C$11 million, is on the market. The broadcaster operates in two related but totally 
different sectors - the original TV3 network, a newer TV4 smaller (less coverage) network, and, 
separately a radio division. Financially, television and radio are annually summarised individually and 
then as a corporate figure. The TV operation has been marginal for years, largely because of the 
negative cash flow created by the TV4 network. 

CanWest has been in a slump world-wide following an expansion period that most recently has 
included significant new acquisitions in the Canadian newspaper market. Within the newspaper 
empire, the editor for the Ottawa Citizen was "foolish" enough to write editorials critical of (Canadian) 
PM Jean Chretien and as a result he was summarily dismissed. This dismissal started howls of protest 
from the public but more importantly from the writers for the CanWest chain of papers who as a group 
refused to submit material to their respective newspapers, in protest of the dismissal. The reports 
appearing in the Pacific may seem disjointed (in what follows), perhaps because there is no "real plan" 
here, after all. 

The sale of CanWest's assets in New Zealand are being offered in two separate groups; the TV 
(NZ$150m is the asking price) and the radio (NZ$200m asking price). The radio makes money, the 
TV does not. That this is a serious intent to sell is not clear from movements so far made public. There 
are a number of issues within TV3/4 which may ultimately have a bearing on the proposed sale. First 
is the question of programming payments. CanWest continues to purchase programming on the 
overseas (USA) market in New Zealand dollars (TVNZ pays in US dollars - there are advantages to 
doing it in US dollars and a higher degree of future certainty about programming costs). Next is the 
embryonic concept that CanWest New Zealand could raise capital by floating public stock covering 
the TV and radio assets. TV3 personnel do not deny that possibility when asked. 

Ten Network and Prime New Zealand have lodged indicative bids for CanWest Global 
Communication's New Zealand media assets, on the market for $NZ350 million ($A302 million). In 
an effort to cut its $C3.9 billion ($A4.5 billion) debt, Ten's Canadian parent, CanWest, is selling its 
NZ TV and radio stations. CanWest hopes to sell its TV3 and TV4 stations for between $NZ100 
million and $NZ150 million. It wants $NZ200 million for its radio stations. 

JB Were is running the confidential sale process. Indicative bids were due a week ago and final bids 
close in a month. Ten has bid for both the TV and radio assets. Prime NZ is bidding only for the TV. 
Australian radio operators Austereo and RG Capital are believed to be interested in CanWest's 
MoreFM and RadioWorks networks. Despite its recent trans-Tasman expansion, Publishing and 
Broadcasting Ltd has balked at bidding for any assets. It has an option to take 50 per cent in Prime 
NZ, but is not involved in Prime NZ's CanWest bid. PBL views the sale process as a ploy to attract 
"stalking horses" to push Ten into paying up for the struggling TV business. Many believe CanWest 
will exploit its 57.5 per cent economic interest in Ten to extract the best possible price. 

In a slightly different "take," this report: 

CanWest may be forced into fire sale on NZ TV. Ten Network parent CanWest Global 
Communications will be lucky to receive even half the $NZ150 million ($A129.4 million) asking 
price for its New Zealand TV stations, according to media analysts. Endeavouring to slash its $C3.9 
billion ($A4.49 billion) debt, CanWest has put its Kiwi media assets up for sale. CanWest is seeking 
$NZ150 million for its TV3 and TV4 stations from prospective buyers that include Ten and Prime 
New Zealand. CanWest's RadioWorks and MoreFM radio networks are on the market for 
$NZ150-200 million. Analysts yesterday scoffed at the suggestion bidders would be prepared to pay 
$NZ150 million for a TV business that is forecast to post an earnings loss before interest, tax, 
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depreciation and amortisation of $NZ6 million this year. Analysts estimate $NZ50 million-80 million 
is a more realistic sale price. 

Although TV3 and TV attract 28 per cent of viewers, the stations only account for 25 per cent of TV 
advertising revenue. Programming costs have also burgeoned as a result of the sagging NZ dollar. 
CanWest is pitching a rapid turnaround in the financial fortunes of its TV division. The business is 
forecast to report a positive $NZ1 million EBITDA result next year, swelling to $NZ27 million 
EBITDA by 2005. 

Ten Network has made an indicative offer for all of CanWest's media assets. Prime New Zealand has 
submitted a bid for just the TV stations. Final bids are due later this month. CanWest is expected to 
lean on Ten - in which it has a 57.5 per cent economic interest - to pay up for the assets. Expanding 
across the Tasman will reduce the size of future dividends Ten can pay its parent. However CanWest's 
pressing need to cut its debt means it is likely to settle for a lump sum from Ten now. The Canadian 
company is also keen to manage its Australian and NZ businesses as one operation. 

Ten executive chairman Nick Falloon is expected to drive a hard bargain. "Ten won't pay over for 
it," one media analyst said. "Nick's appointment was primarily to make sure that didn't happen." 
Analysts believe CanWest has a far better chance of receiving $NZ200 million for its Kiwi radio 
stations. The radio business is tipped to report $NZ23 million EBITDA this year, rising to $NZ29 
million in 2005. Its radio stations boast a 43 per cent audience share and 47 per cent revenue share. 

Aside from Ten, both Austereo and RG Capital are bidding for CanWest's radio assets. Can West's 
NZ operations could become much more desirable if changes to the Australian cross-media ownership 
laws are blocked. "If the rules don't change, the options for expansion may be limited again," said an 
analyst. 

Coop's comment: The CanWest New Zealand problem is but a finger attached to a much larger 
problem - expansion of the empire without sufficient liquid assets to deal with the day to day 
emergencies. Selling off TV3/4 and/or the radio properties, even if by some miracle at the asking 
prices quoted, would make a very small dent in the CanWest Canadian debt of $C3.9 billion There is 
something other than the proposed sale on the table here. 

Sky NZ hits 500,000 subscriber mark. Pay television operator Sky Network Television said it has 
more than 500,000 subscribers, or 37 per cent of all New Zealand households. As at June 20, Sky 
recorded a total subscriber count of 501,886 -- 135,992 analogue subscribers and 365,894 broadband 
subscribers including digital, commercial and others delivered through resale agreements, the company 
said in a statement. Shares in Sky TV, 66-per cent owned by media group Independent Newspapers 
Ltd, last traded two cents lower at $4.70. 

Sky's rising dollar bonus. Sky Television looks set to be a major beneficiary of the rise in the 
dollar as its programming costs should drop sharply from next year. This should help the company - 
which has mostly traded in the red since setting up in 1987 - report its first solid profit in two years, 
some analysts believe. Remarks by Sky chairman Tom Mockridge that the country's only national 
integrated pay-TV company would break even in two years were greeted with some cynicism earlier 
this year. Since then the New Zealand dollar and subscriber numbers have risen more sharply than 
expected and in a detailed study of the company, ABN Amro reckons Sky's profitability is about to 
lift. A hint of Sky's improving fortunes came at the last half year when it reported a better than 
expected loss of $13.9 million, following a $42.3m loss in the 12 months to June last year. ABN 
Amro reckons Sky will report a loss of $32.3m for the current year to June 30 when it reports in 
September. It forecasts the loss will fall to $5.58m next year and should turn to the black in two years 
with a solid profit of $31.8m. Becoming profitable will be an important milestone for a company that 
has been reinvesting all spare money in growing business since setting up. Listed on the share market 
10 years later, Sky made token profits in 1997 and 1998, before returning to losses, and has never paid 
a dividend. It could also be significant for its parent, Independent Newspapers, publishers of the 
Sunday Star-Times, which owns 66%. INL has been using Sky's tax losses to boost bottom line 
profits. These slashed $12m from TNL's tax bill for the six months to December 31. INL plans to 
repay Sky this money when its subsidiary becomes profitable. However, analysts say INL might be 
tempted to make a full take-over bid. This would ease the need for INL to repay Sky the money it 
owes Sky's minority shareholders who are unable to use the company's sizeable tax losses. As a first 
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step INL might negotiate to buy the 12.1% stake held by Telecom. Telecom paid $4.12 a share, then 
well ahead of market prices. 

Telecom might be wishing it could have sold as recently as June 20 when Sky TV shares were 
fetching $4.72. Since then the price has slipped to close at $4.30, mainly due to changes in investor 
sentiment thanks to accounting scandals and other uncertainties on Wall Street. Many analysts can't see 
why Telecom retains stakes in Sky and INL as both companies are effectively controlled by Rupert 
Murdoch's News Corporation and the relatively small stakes give little say in the running of the 
companies. 

Telecom CEO Theresa Gattung, in an interview with Infotech Weekly, said Telecom bought into 
INL when Sky had been the real target. It had subsequently bought into Sky. Asked if Telecom still 
needed these share holdings, Gattung said: "We don't have a religion on this. There's always a 
possibility we might divest." Asked if there were any gains to be made from the INL stake, she said 
this depended on INL strategies. She pointed out Sky and Telecom bundle services to about 40,000 
customers, with Xtra providing the TV e-mail service. "Beyond that I'm not sure how the relationship 
will pan out," she said. Under the take-over code, INL can't simply buy the Telecom stake but would 
have to bid for the whole company. However, Telecom could sell its Sky shares at a big discount to 
INL - which would then extend the offer to all Sky shareholders. If the deal was substantially lower 
than Sky's market price, the remaining 22% of Sky shareholders wouldn't accept. A similar take-over 
strategy is being mounted in the bid by Eric Watson's Logan Corporation to buy out Pacific Retail’s 
minority shareholders. Other Telecom shareholders, however, would be less than happy if its Sky 
shares were sold well below market prices. Sky, which recently celebrated reaching 500,000 
subscribers, is in an immensely strong position in this country as the dominant provider of pay-TV 
with 37% of households linked to its UHF transmissions or direct digital broadcasts. The digital 
systems seem particularly well poised for growth due to further penetration and interactive services, 
such as online betting. 

ABN Amro says that while Sky is gaining from the stronger dollar, the full benefits are not being 
felt. It estimates the company bought forward cover for its US dollar exposure for this calendar year at 
US43-44c. However, ABN Amro says what matters more is the assumption the New Zealand dollar 
will rise further, substantially increasing Sky's purchasing power for overseas programmes. Every lc 
rise in the US-NZ dollar exchange rate improves Sky's earnings by $2.2m-2.3m, ABN Amro says. 
Based on improving subscriber numbers and the currency benefits, ABN Amro has upgraded its 
recommendation on Sky from a reduce to a hold and values it at $5.03. JB Were recommends Sky as 
an accumulate, valuing it at $4.90 though recommends clients take an indirect investment by buying 
shares in parent INL. Macquarie Research says Sky continues to do better than the market and its 
internal forecasts are expecting. It says Sky TV will outperform the NZSE Top 40 index in the short 
and long-term, and values it at $4.66. INL closed on Friday at $3.75. 

TV blackouts have fans pointing at spot. Soccer fans across New Zealand were horrified when 
just as Italy were about to score against Ecuador in their World Cup match, television screens blacked 
out for a few vital seconds. And this was not the first time fans watching World Cup matches had 
their viewing disrupted by short blackouts. Johnno Hunter, originally from England, said most games 
he had watched at bars, or at a friend's house, had been interrupted by at least one screen blackout of 
about five seconds. Sky Television spokeswoman Andrea Rush said there was a problem with the 
coverage. She said Sky was getting a feed from a TVNZ decoder, which was not completely 
compatible with the encoder encrypting and sending the coverage from Korea and Japan. "This is 
unfortunate and is resulting in a black few seconds in most games for viewers." Ms Rush said the 
problem was nation-wide, and was also being experienced internationally as TVNZ's satellite service 
was contracted to provide the feed for other countries such as Australia and South Africa. The 
problems were being experienced on both Sky Sport and Sky Digital channel 16. TVNZ spokesman 
Glen Sowry said the host broadcaster's encoder in Korea was not compatible with the decoder at 
TVNZ. This problem was causing blackouts in the coverage every 12 to 15 minutes. Mr Sowry said 
they had technicians working to fix the problem and they hoped to have it corrected in 24 to 48 hours. 

TV rage blossoms as rainfall freezes Sky sports action. Sky subscribers are fuming at signal 
failures causing breaks at crucial moments in sports matches and movies. The rain fade problem 
affecting the digital service causes the satellite signal to "drop out" temporarily, making the television 
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picture freeze or cut out completely. One customer told the Herald he experienced rain fade often and 
it seemed to happen at the worst possible moments, such as during cricketer Scott Styris' maiden test 
century against the West Indies. "Imagine my displeasure when on the very ball, when he was about to 
make the necessary runs ... the screen froze on the picture of the bowler about to release the ball. The 
next shot was of Stephen Fleming's disembodied applause, with his hands resembling a rainbow 
illusion and his smile going every which way." 

Numerous other frustrated subscribers, from Auckland, Whangarei, Wellington and Christchurch, 
have told of losing their signal during the Soccer World Cup. Satellite technology experts say rain 
fade occurs when the digital signal cannot penetrate rain or rain-filled clouds. Auckland has received 
74mm of rain so far this month. The average rainfall for July is 100mm, according to the MetService. 
More rain is expected, and heavy downfalls forecast for the weekend could disrupt Saturday's Tri 
Nations match between New Zealand and Australia for some viewers. Rain fade can cause signal 
disruption for a few seconds to several minutes, although the Herald heard from viewers who had lost 
the signal for a day or more. 

Tony Dunnett, technical co-ordinator for Tisco in Auckland, said the problem could be reduced by 
installing satellite dishes between 76cm and 80cm wide. Standard domestic dishes used by Sky in 
Auckland are 60cm wide. Sky subscribers north of Auckland and in the west of the South Island have 
76cm dishes because they are on the edges of the satellite "beam" covering New Zealand. As the 
seemingly constant rain in Auckland has played havoc with Sky's digital service, some customers 
believe the network should compensate them for an incomplete service. But Sky's contract with 
customers says the network will credit accounts only if the service is blocked for more than 24 hours. 
Sky spokesman Tony O'Brien said rain fade was a phenomenon common to satellite-delivered services 
around the world. Digital service was "either perfect or nothing". If the signal did not "self-correct," 
viewers should reboot their decoder by switching the power off and then on again, said Mr O'Brien. 
Some customers had found their satellite dishes had moved during the bad weather, which had led to 
more rain fade than usual. Sky technicians realigned the dishes, which should sit at 45 degrees, when 
customers reported problems to the network, he said. He did not think people would want bigger 
dishes on their homes. 

And this "opinionated piece" from NZ media: 

Rugby channel widens viewership. Sky TV is using the Bledisloe Cup game as a curtain-raiser for 
more widescreen broadcasts. For game-day only, from 8am, all Sky Digital viewers could access the 
subscription-based Rugby Channel to see widescreen coverage of the All Blacks vs the Wallabies 
(normally it costs nearly $2 a week to tune into the channel). Expect the grandstand promotion to kick 
off extended widescreen coverage on Sky beyond the Rugby Channel and selected movies on 
MovieMax. Already chief executive John Fellett has confirmed widescreen viewing will be "just one 
of a number of new services" Sky launches in the next few months. Certainly Sky subscribers deserve 
a better deal than they're getting following the last round of sub rises and the removal of the MGM 
channel from the basic subscription tier. Compare what's on offer here to across the Tasman, where 
pay-I'V viewers can access a superior variety of programming, including channels dedicated to the 
arts, history, comedy and vintage TV shows. Meanwhile, subscribers in the United States and the 
United Kingdom can opt for broadcasts in Dolby Digital and set-top boxes with hard-drive or digital 
recording. Now that Sky has all the free-to-air channels on its platform and has topped 500,000 
subscribers, it's time the pay-TV monopoly began providing extra-value viewing. 

From Mike (NZ) - perhaps an indication of a larger Sky "problem." Sky 60cm dishes are being 
found in the inorganic rubbish collections around Auckland, a friend picked up 6 of them. 

interactive television in Australia took a blow when Optus announced that its iTV trial would be 
put on ice, despite its popularity with subscribers. While the 3000 Sydney participants who are paying 
$15 a month for the service will continue to receive it, Optus has declined to extend the trial or 
announce a commercial launch after the initial six-month roll out ended in June. Industry uncertainty 
over issues such as the Foxtel content deal, commercial models and set-top box interoperability 
prompted the decision, rather than a lack of success with the trial itself. As recently as February, Optus' 
consumer and multimedia marketing director Scott Lorson was hailing the trial a success with double 
the demand that was anticipated, and speculation was rife that a commercial launch would soon 
follow. But last week Lorson broke the news to partner organisations involved in the trial that after the 
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current set of new features are added this month, the trial would be effectively put into stasis while the 
business model was developed. While content on existing services like news, weather, property and 
dating sites would continue to be updated, "in terms of major applications, we will probably be 
rebalancing some of our efforts to resolve some of the outstanding commercial and technical issues", 
Lorson says. Optus hasn't ruled out a full launch but says it will take time to evaluate the effectiveness 
of the service on commercial factors such as reducing customer "churn". Many of the interactive 
services have been popular with users - particularly e-mail, games, online dating and near video on 
demand, which lets subscribers order from a selection of films that commence screening at 15-minute 
intervals. Optus began charging for NVoD last month, and Lorson anticipates that about 85 per cent of 
triallists will use the service at least once or twice a month, paying $3 to $6.95 per film. Optus also 
developed a music-themed "superchannel", which combines several video streams into one channel 
with text information and digital radio. The superchannel was designed in-house after gauging 
responses to the early months of the trial and is believed to be a world-first development. The 
interactive version of the ABC/BBC production Walking with Beasts and an interactive advertisement 
for Omo laundry powder also appeared late in June. After that, new developments will cease for the 
time being. Apart from business model concerns, there is little to indicate that the trial was a failure. In 
addition to the NVoD take-up, 80 per cent used the electronic program guide and the dating and 
property services were among the most popular offerings. Lorson agrees that industry developments, 
such as the planned content-sharing deal between Optus and Foxtel, has impacted on the commercial 
factors of the trial. "It's one of many [issues]. Before you launch a product like this you do need a 
degree of certainty around the commercial environment and the technical platform," he says. But 
Lorson points out that Optus' iTV service would be protected under the Foxtel agreement. Indeed, it 
could provide a key differentiator for Optus if the deal goes ahead. But amid close scrutiny of the 
Foxtel deal from the Australian Competition and Consumer Commission, Optus has made noises 
about shutting down its cable services altogether. Another advantage that iTV brought Optus was in 
the design of the iTV boxes. Each iTV set-top box includes a DOCSIS modem, which allows users to 
connect to Optus’ fast Internet service through the same box, reducing the burden of installation costs 
on the telco. 

At least one dissident group apparently located inside of (mainland) China has found a new way to 
iritate the authorities there. 

Falun Gong hijacks Chinese TV. Millions of Chinese television viewers got a shock when Falun 
Gong propaganda was beamed into their living rooms as members of the banned sect hijacked one of 
China's main television satellites. And in Beijing, surprised residents answered their phones this month 
to find a recorded Falun Gong message, up to five minutes long, attacking the Government's anti-Falun 
Gong claims point by point. 

The hacking incidents highlight Falun Gong's sophistication and audacity as the group attempts to 
fight back in China and overseas. The satellite broadcast, in which a banner reading "Falun Gong is 
good," replaced normal TV viewing in Shandong province on a Sunday night and again in prime time 
the following Tuesday, is among the group's most daring moves since Falun Gong was banned in 
1999. Chinese security sources told The South China Morning Post that most of China Central 
Television's 10 channels, and another 10 provincial channels sharing the Sinosat-1 satellite, were 
interrupted on Sunday night. The Information Centre for Human Rights and Democracy, based in 
Hong Kong, said the Falun Gong banner appeared on TV screens in Yantai city, Shandong and 
Laiyang county twice last week, in some cases for up to 15 minutes. The centre said it had confirmed 
the incidents with local security authorities and television stations. A spokesman for the Yantai 
security office in charge of dealing with Falun Gong said it had received complaints from the public. 
"They said a blurred image appeared on their screens for between 10 and 20 seconds," an official said. 
A news blackout was enforced on the mainland and security officials and TV stations denied all 
knowledge of the incidents yesterday. 

Hong Kong media said Vice-President Li Lanqing, responsible for the mainland media, had ordered 
an investigation into the hacking. After the Falun Gong broadcast, millions of TV sets in remote and 
rural areas went black as the authorities tried to trace the source of the interruption. Officials are 
reportedly perplexed as to how Falun Gong had the knowledge and equipment needed to intercept a 
satellite broadcast. There was speculation sect followers had equipped a vehicle to avoid notice. 
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The human rights and democracy centre said an antenna with a diameter of 3m could disrupt 
reception for hundreds of kilometres. Similar incidents occurred in January in Chonqing, Sichuan 
province, in March in Jilin province where Falun Gong leader Li Hongzhi was born and in Harbin in 
April. In these cases the targets were cable TV stations. More than 20 Falun Gong members were 
arrested over the March hacking and face up to 15 years in jail if convicted. Falun Gong's recorded 
telephone message - sent fo an unknown number of Beijing residents, and probably further - claimed 
the Government had fabricated the incident in which three Falun Gong supporters set themselves alight 
in Tiananmen Square in January 2001. The recording also said sect followers were beaten and tortured 
in prison, and invited listeners to follow prompts to hear more information or Falun Gong songs. 


China Declares War on Falun Gong Satellite Hackers. China has vowed to punish members of 
the banned Falun Gong spiritual movement who hijacked state-run satellite signals during the soccer 
World Cup finals in one of the group's most daring protests to date. This is extremely despicable and 
represents yet another crime committed by Falun Gong," Liu Lihua, Director-General of Ministry of 
Information Industry's Radio Regulatory Department told a media conference. The MII said Falun 
Gong followers had, under the guidance of U.S.-based leader Li Hongzhi, hiyacked nine national 
channels and 10 provincial stations by interfering with signals of state-run Sino Satellite (SINOSAT) 
company between June 23 to 30. ‘We solemnly warn the Falun Gong cult to immediately stop its 
lawless disruption of normal communications," the ministry said in a statement. 

Followers had hacked into cable television networks earlier this year but this was the first time Falun 
Gong had intercepted the Sinosat satellite, which serves strategic interests such as the national weather 
bureau and state-run Xinhua news agency. Millions of Chinese missed part of the World Cup finals, 
celebrations for the fifth anniversary of Hong Kong's return to Chinese rule, and news related to the 
fatal floods that had swept the nation, Liu said. Instead, viewers concentrated in poor and mountainous 
areas of the country were intermittently shown blackened screens and, at one point, around 20 seconds 
of images showing Falun Gong adherents meditating in seated positions. It disrupted a government 
scheme to broadcast propaganda to the massive rural population, part of efforts to maintain social 
stability as wrenching reforms threaten to see millions lose their jobs ahead of an expected key 
leadership re-shuffle. 

Xinhua quoted a senior official as saying the act was an “overt challenge to modern civilised 
society" and a “‘flagrant subversion of social order." China's sensitivity over Falun Gong was 
highlighted last week when Beijing stopped transmission of the BBC's World Service Television 
channel after it showed group members in Hong Kong protesting against visiting Chinese President 
Jiang Zemin. Falun Gong, banned in China after followers staged a peaceful demonstration to demand 
recognition of their faith in 1999, practices a mixture of Taoism, Buddhism, traditional Chinese 
exercises and its founder's own ideas. The group's once frequent demonstrations, mostly on Beijing's 
Tiananmen Square, have petered out following a fierce crackdown. F ollowers appear to have changed 
tactics to focus on state media, and successfully hacked into cable television networks in the 
south-western city of Chongqing in January and in the north-eastern city of Changchun in March, Liu 
said. He said substantial progress had been made in tracking down the perpetrators, who he said had 
breached national security and international telecommunications conventions. *’They can run but they 
cannot hide forever. They will be subjected to severe punishment according to the law," Liu said. The 
interception of Sinosat's signals, which disrupted more than a dozen hours of viewing, had caused 
extensive but unspecified economic losses to the commercial reputation of Sino Satellite 
Communications Ltd, officials said. While it was easier to interfere with cable television systems than 
with a satellite, people could buy some of the necessary equipment from local shops and learn how to 
analyse satellite signals, said Du Baichuan, deputy chief engineer of the State Administration of Radio, 
Film and Television (SARFT). “It is not as high-tech as a layman may think," Du told the news 
conference. 

Coop's comment: In 1985, a satellite uplink technician manning a facility in central Florida displayed 
his displeasure with charges newly introduced at HBO and Showtime (movie) channels by using his 
uplink to transmit a message warning HBO of "dire consequences" if they persisted in their business 
plan. The "signature" of the (then) analogue transmitter, which was used to over ride the HBO normal 
service channel in the middle of a Sunday night movie presentation, was traceable to a specific uplink 
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station and as the technician was the only person on duty at the time, so identifying the perpetrator 
(who called himself "Captain Midnight" during the transmission) was a fairly simply exercise. US 
authorities promptly adopted new laws to punish anyone who might try the same stunt in the future; 
the Florida based man lost his job and after a brief fling with publicity disappeared into the woodwork 
never to be heard from again. The Chinese effort appears to have been far more complex involving not 
one satellite channel but as many as ten and covering days rather than minutes of normal transmission 
interruption. 

Delhi HC cracks down on piracy of ESPN signals. In a novel measure to block cable piracy on 
the eve of the India-England finals of the NatWest one-day cricket series, the Delhi High Court issued 
a proactive injunction blocking as many as 27 cable operators and networks all over the country from 
relaying the matches to their subscribers. ESPN’s case is that, though these operators have not renewed 
their contracts, they continue to tap the ESPN signal using decoders of South Africa-based Multichoice 
direct-to-home (DTH) service. In a sweeping order passed by justice Mukundakam Sharma of the 
Delhi High Court, commissioners have been appointed, to be assisted by the local police, to monitor 
the offending cable operators and ensure compliance with the court order. These commissioners, most 
of them local advocates, have been authorised to search the premises of these cable networks, make an 
inventory and take into custody all such equipment that could be used to broadcast or transmit ESPN’s 
signals. The court commissioners have also been authorised to enter the premises of other cable 
operators (not parties in this case), and “to take photographs and video films of all those who are 
responsible for broadcasting the plaintiff's (ESPN) channel in a clandestine manner and submit a 
report to this court within three weeks.” According to Rajiv Nayyar, the advocate representing ESPN, 
the raiding parties are already on their way. Those operators who had been pirating the signals would 
be stopped before the NatWest finals got underway, he said. The court commissioners, all advocates 
from Delhi, have been authorised to raid cable networks in locations as far off as Bhavnagar and 
Rajkot in Gujarat, Indore in MP and Gazipur in UP. 

Coop's comment: South African pay-TV service MultiChoice was until approximately 12 months 
ago widely available throughout Asia and the Middle East with cloned (piracy) cards. In fact, the 
Irdeto 1 "protected" system could be violated by anyone who knew where to look on Internet for the 
most recent "encryption keys" which could when found be entered into a suitable receiver for free 
viewing of all MultiChoice channels. More recently, MultiChoice has upgraded their encryption 
technology to "Irdeto 2" which while already broken has not been widely commercialised by piracy 
sellers. In India, all a cable operator requires to tap into the ESPN service is a suitable receiver and an 
Irdeto-2 version smart card which can be obtained through a multitude of South African sources (the 
cards are actually sold at super markets!). Once a South African "contact" obtains the card, it merely 
has to be physically sent to India where when inserted into a suitable Irdeto format receiver all of the 
MultiChoice channels will instantly become available. Needless to report - there is a sizeable, 
flourishing business in Super Market sourced Irdeto-2 cards being "exported" outside of (South) 
Africa to India and the Middle East. The cards are original, unmodified, but of course are physically 
located outside of the intended MultiChoice (licensed) service area. 

Speaking of cards. For the last several issues, CTD has been following a law suit filed in a 
California court by French based pay-TV provider Canal-Plus against competitor News Corp's NDS 
division. The suit charges NDS with aiding and abetting smart card pirates in distributing key smart 
card information that allowed people to view Canal-Plus services without paying. The suit was 
scheduled for its first formal hearing in mid-June. However, Rupert Murdoch and News Corp have 
pulled off what could be a last minute "save" of the court case as the following updates in sequence. 

Vivendi to Sell Telepiu To Rival News Corp., notably, current lawsuits dropped. Vivendi 
Universal SA has agreed to sell its Italian pay-TV operations, potentially easing part of its financial 
pressure, amid reports that it is about to sell 15% of its utilities subsidiary Vivendi Environnement SA. 
The French media conglomerate reached an agreement to sell Telepiu, the Italian arm of its 
loss-making, pay-TV unit Canal Plus, to Australian rival News Corp. for €1 billion ($943.9 million). 
The transaction marks the end of more than a year of uncertainty over the Italian situation, and will 
enable Vivendi to withdraw 70% of Canal Plus's losses from its profit and loss account. The move 
will accelerate Canal Plus's restructuring, initiated by Vivendi Chairman Jean-Marie Messier when he 
dismissed Canal Plus head Pierre Lescure in April, and aimed at turning the company around within 
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two years. It is also likely to please investors and credit-rating agencies because it will take €1.2 
billion off Vivendi's balance sheet at closing. The media and communications division of the group 
will still have a debt of roughly €16 billion. 

"The resulting debt reduction and the elimination of one of the Group's major sources of cash-flow 
losses will help improve our performance, our balance sheet and our debt ratios," Mr. Messsier said 
about the deal in a prepared statement. But by selling its Italian operations, Canal Plus effectively 
renounces pan-European ambitions, observers had warned ahead of the deal. Apart from its French 
channel Canal Plus SA, Telepiu was Canal Plus's biggest venture. Operations in Poland and in the 
Nordic and Benelux countries are negligible. This is the end of Vivendi's ambition to create synergy's 
between Canal Plus subscribers in Europe and content produced by Universal in the U.S., as expressed 
when Vivendi took over both Universal and Canal Plus in 2000. 

Both News Corp. and Vivendi, whose relations have been rocky over time, said they will now 
"compete fairly." Notably, current lawsuits opposing the two companies will be dropped. But their 
inability to agree on a valuation for the deal in their respective statements was a bad omen. While 
Canal Plus said the Telepiu sale valued each subscriber at €1000, News Corp. put that figure at about 
€667 each. Simultaneously, Vivendi is close to selling 15% of Vivendi Environment, the water and 
waste company in which it has a 63% stake, French daily Le Monde reported. Vivendi Universal had 
no comment about the le Monde story, which said that 15% of Vivendi Environnement will be put on 
the market after the second round of French parliamentary elections. That move, widely expected, will 
also come as a relief to investors because it will transform Vivendi into a pure media player from an 
accounting point of view and take €14 billion off its consolidated balance sheet. The company has 
been under increasing pressure to clarify its strategy and cut its debt, amid reported tensions within its 
board of directors and questions about Mr. Messier's management of the group. Separately, Vivendi 
board member Philippe Foriel-Destezet, the former Chairman of interim company Adecco, resigned 
from his position, the company reported, for fear of conflicts of interest. 

News Corp to Buy Vivendi Out of Italy. Rupert Murdoch's News Corp buried hostilities with 
Franco-American rival Vivendi Universal and agreed a preliminary deal to buy its Italian pay-TV 
operator for one billion euros ($946 million). After a tense few months between the less-than-friendly 
media giants, News Corp said the two sides would postpone all litigation between their units as part of 
the "memorandum of understanding" and withdraw their lawsuits if the deal closes. Murdoch, who 
signed the agreement with Vivendi executives in London, plans to merge Vivendi's Telepiu with News 
Corp's smaller Italian pay television operator Stream to stem huge losses after a damaging battle for 
subscribers. On completion, News Corp said in a statement Vivendi would also receive 500 million 
euros in reimbursements. In a separate statement, Vivendi said the deal would end up reducing its debt 
pile by 1.2 billion euros, including 750 million euros in cash. Having seen two previous Italian deals 
with Vivendi collapse, News Corp said the deal was subject to conditions including agreement from its 
existing Italian partner Telecom Italia, due diligence and regulatory approval. News Corp said it 
would take 50 percent of the combined Telepiu/Stream platform and its 2.35 million subscribers. It 
was not immediately clear who would own the remaining 50 percent but sources familiar with the talks 
said other investors were being recruited and may include Telecom Italia. The one billion euro price 
tag, includes 450 million in cash paid on completion, with the remainder payable over five years. 

In slightly conflicting statements, News Corp said the deal valued Telepiu's subscribers at the same 
price agreed in an earlier deal to sell Stream to Vivendi -- or $600 according to comments made by 
Vivendi CEO Jean Marie Messier last year. However, Vivendi said it was receiving $1,000 per 
Telepiu subscriber -- a figure which includes the reimbursements for future Italian Serie A soccer 
broadcast rights and the sale of two terrestrial licenses upon completion of their sale. Nevertheless, the 
two sides are burying their grudges and said they would withdraw ongoing litigation if the deal reaches 
completion. Most notably, that litigation includes a lawsuit filed by Vivendi's television arm Canal 
Plus against News Corp's software arm NDS, accusing NDS of trying to undermine its Paris-based 
tival by encouraging piracy. Telepiu is the bigger of Italy's two pay-TV operators but lost 220 million 
euros in 2000, most recent figures for the unit show. Stream by comparison has around 800,000 
subscribers and lost 400 million euros in 2000 plus a similar amount last year. News Corp has long 
sought a bigger role in Italy but years of discussions with media baron and prime minister Silvio 
Berlusconi had failed to lead to a significant deal. Meanwhile, Vivendi's embattled chief Jean-Marie 
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Messier has been under pressure to sell off assets such as Telepiu as he struggles to cut a huge debt 
pile and soothe anxious investors. At the start of what has been a long Italian saga, News Corp and 
Vivendi originally agreed to merge Stream and Telepiu but Italian authorities made clear they would 
not put up with the two global media groups joining forces in Italy. Vivendi then agreed to buy 
Stream, but pulled out after Italian authorities attached conditions to the deal. News Corp said it 
would ask antitrust authorities to approve the transaction under the same regulatory conditions 
imposed on that deal. 

Italy sees no problem with Murdoch deal-papers. Italy's Communications Minister has signalled 
that the government has no problem with media mogul Rupert Murdoch becoming Italy's sole pay TV 
operator by buying out his rival, Italian newspapers reported. Murdoch signed a preliminary deal to 
buy Italy's Telepiu from Franco-American rival Vivendi Universal EAUG.PA V.N for one billion 
euros ($946 million), plus 500 million euros of reimbursements for sports rights and asset sales. 
Murdoch, who has for long sought to expand his business in Italy as part of his European empire, 
plans to merge Vivendi's loss-making Telepiu with his News Corp NCP.AX empire's smaller rival 
Stream to become Italy's one and only pay TV operator. The Italian government has historically been 
wary of Murdoch, given his reputation for dominating media assets in various countries. But the 
Australian-born media mogul has a good relationship with current premier and media baron Silvio 
Berlusconi after years of attempting to do deals with him. "There are no preliminary questions in what 
is related to Murdoch," Corriere della Sera and other major Italian newspapers quoted 
Communications Minister Maurizio Gasparri as saying. Murdoch's search for partners to join a 
combined Telepiu/Stream platform may help soothe any concerns. News Corp said it would take just 
50 percent of the merged pay-TV operator, but did not give any indication of who may take the other 
half. Sources familiar with the talks told Reuters that Murdoch was recruiting partners, which may 
include existing Italian partner Telecom Italia TIT.MI . But despite Murdoch's attempt to bring other 
investors into the deal, analysts said News Corp investors still needed convincing it was the right deal 
to do, given the significant losses to date of both Telepiu and Stream. Only a month ago, investors 
had thought News Corp was making an exit from Italy in a previous deal to sell Stream to Vivendi. 
However, Vivendi pulled out of that deal, under pressure to cut a huge debt pile and after regulators 
imposed conditions. 

Vivendi-News Corp. deal ends fight; high-profile hacking suit dropped as part of Italy pay-TV 
pact. Vivendi Universal agreed to sell its Italian pay-TV operations to Rupert Murdoch’s News Corp. 
in a move that solves problems for both companies. The French media and utilities conglomerate said 
it plans to sell Telepiu, the Italian arm of its loss-making pay-TV unit Canal Plus, to its Australian 
rival, ending of a year of uncertainty about the Italian company’s future. The deal, if completed, will 
end litigation between the two firms, including a $1.1 billion lawsuit that saw a Murdoch firm accused 
of corporate-sponsored computer hacking. 

One condition of the deal is an end to litigation between the parties. In March, Canal Plus sued 
News Corp. unit NDS for $1.1 billion in damages, perhaps the highest-profile hacking litigation ever. 
The suit included claims that NDS employees hacked Canal Plus smart cards which prevent piracy of 
pay-TV — then conspired to give the secret away on a Web site. At one point, according to Canal 
Plus, three million people in Italy were pirating their signal, or some 75 percent of the company’s 
users. Canal Plus said it lost at least $1 billion in viewer subscriptions, and had promised to march a 
series of computer hackers before the court, threatening some embarrassing revelations. But instead, 
the firms seemed to have settled their differences, with News Corp. agreeing to take the troubled 
Italian market off Canal Plus’ hands for nearly $1 billion. Also as part of the deal, litigation by News 
Corp. unit Stream against Telepiu will be withdrawn. 

Inside the Canal Plus-NDS lawsuit. The deal solves a riddle for Jean-Marie Messier, Vivendi’s 
embattled chairman, who has sought to restructure Canal Plus ever since he dismissed Canal Plus head 
Pierre Lescure in April. Messier hopes to turn around Canal Plus, one of the largest pay-TV companies 
in Europe, within two years. “The transaction illustrates our commitment to rapidly reducing Vivendi 
Universal’s debt,” Messier said in a statement. Apart from the French channel Canal Plus, Telepiu was 
Canal Plus’ biggest venture. Operations in Poland, Nordic and Benelux countries are negligible The 
sale would mark the end of Vivendi’s ambition to create synergism between Canal Plus subscribers in 
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Europe and content produced by its U.S.-based division, Universal. News Corp. and Vivendi, whose 
relation has been rocky, said that they will now compete fairly. 

Vivendi Seen Likely To Sell Canal Plus Technologies. Vivendi Universal SA (V) is likely to put its 
Canal Plus Technologies unit up for sale shortly, observers say, in a deal which could raise up to 
EUR! billion to help pay off debt at the embattled French-U.S. media and utilities company. Possible 
buyers of CPT, a maker of interactive software used in the pay-TV industry, include rivals Liberate 
Technologies (LBRT) of the U.S. and Switzerland's Kudelski SA (Z.KUD). French consumer 
electronics company Thomson Multimedia (TMS), already a shareholder in CPT, has also said it 
would be willing to increase its stake. Vivendi originally hoped to float CPT in June 2000 but the 
offering, which was being handled by Goldman Sachs, was pulled due to poor market conditions 
Vivendi, which owns about 88% of CPT, declined to comment, although in the past CPT Chief 
Executive Francois Carayol has said he sees an active role for his company in the sector's 
consolidation. Valuations of CPT range from EUR520 million to EUR1 billion. The wide range 
reflects the uncertainty over share prices for pay-TV companies and their suppliers amid a string of 
high-profile failures in the sector. One of CPT's clients was ITV Digital, the U.K. pay-TV network 
jointly owned by Carlton Communications PLC (CCTVY) and Granada PLC (U.GAA) which ceased 
most of its operations May 1. Adrienne Corboud, member of the executive board of Kudelski, told 
Dow Jones Newswires: "We are actively observing the digital access market and we are taking part in 
its consolidation" However, she declined to comment on whether Kudelski would be interested in 
taking over all or part of CPT. Kudelski has around CHF500 million in cash for acquisitions and 
Corboud said the company wouldn't raise fresh capital to finance a take-over target. As for Liberate, it 
would add to its European customer base with a buy of CPT - as long as CPT continues to supply its 
middleware set-top box technology to subscribers of Canal Plus SA (F.CLP), Vivendi's pay-TV unit 
that has operations in several European countries. 

Liberate faces problems of its own. Earlier, the company warmed on fourth-quarter revenue and 
moved back its target date for profitability on a pro-forma basis. Thomson Multimedia owns about 
3% in Canal Plus Technologies, as does Sony Corp. (SNE). Sun Microsystems Inc. (SUNW) has some 
1.7% in the company and Spain's Sogecable (E.SOG) has 3%. Thomson Multimedia, which in April 
signed a three-year technology pact with CPT, would welcome the idea of increasing its stake, a 
spokesman for the company said. The spokesman added that Thomson is keen to deepen its 
partnership with CPT in a number of technological areas, including safety devices. But he said 
Thomson hasn't bid for CPT. Thomson Multimedia has embarked on an acquisition spree this year to 
strengthen its digital media profile. It recently bought Grundig AG's (G.GRD) set-top box business in 
the U.K. CPT derived almost half its EUR115 million revenue last year from other units of Vivendi. 
These included Canal Plus channels in France, Italy, Poland, the Nordic region and Benelux. But with 
the possibility of Canal Plus being slimmed down to only its French assets looking increasingly likely, 
some of this revenue could vanish for CPT. Analysts currently peg the value of CPT at around EURI 
billion, but admit that the valuation of the company is problematic. CPT doesn't routinely release 
financial data. On the basis of Sogecable's buy last year of 3% in CPT for EUR50 million, the 
company is worth some EUR1.7 billion. But since January 2001 media valuations have come down 
and the outlook for interactive TV has proven more cloudy than expected. Kudelski has a CHF3.13 
billion (EUR2.12 billion) market capitalisation, or 6.9 times its CHF455 million (EUR308 million) 
2001 revenue. Applying similar multiples to CPT puts its market value at roughly EUR800 million. 

Coop's comment: If all of this "kiss and make up" activity baffles you, welcome to the club. First we 
have Murdoch and Meissner hating each other's guts. Next we have Murdoch's NDS accused of 
breaking the Canal-Plus encryption system and divulging how others could do the same through 
Internet postings. When that happens, whether Murdoch's guys did it nor not as accused, Canal-Plus' 
Telepiu operation in Italy goes down the gurgler because within two years for every paying subscriber 
there were 3 non-paying viewer homes using piracy cards. So Telepiu becomes a deficit making 
business, losing out to pirates who if we believe the law suit charges were "fed" by Murdoch's 
minions, Now with Telepiu and Canal-Plus in deep financial trouble, along comes the man who has 
been accused of causing all of their grief, with his chequebook, indicating he will take over the 
faltering business operations and make Canal-Plus "whole" again. Add to this the shutdown in May of 
British terrestrial pay-TV provider (ITV Digital) which NDS admits they helped go out of business by 
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posting card hacking piracy information on a NDS financially supported web site and we have a totally 
clear picture of the business ethics of Murdoch's people. If you covet something owned by another, 
work out a way to destroy the other guy and then nde in with your cheque book to take them over in a 
fire sale. 

News Corp punished over Italian pay TV deal. Investors dumped News Corp Ltd today, nervous 
about the media giant's latest foray into the Italian pay TV market. News Corp announced that it plans 
to buy the Italian pay TV operator Telepiu from struggling French media group Vivendi Universal for 
1.5 billion euro ($A2.5 billion). If Italian authorities approve the deal, Telepiu will merge with News 
Corp's existing operation, Stream, to form the country's only pay TV operator. Investors sent News 
Corp's share price plummeting 52 cents, or 4.49 per cent, to $11.73. Its preferred scrip was down 51 
cents, or 4.9 per cent at $9.89. "The market is obviously not enamoured with it," ABN Amro head of 
global sales David Ledger said. "(News Corp chief executive Rupert) Murdoch's been advocating that 
they'll be taking a stricter approach to acquisitions, with more consolidation going on, so this has 
caught the market a little unawares. It shows two things, clearly Vivendi's a distressed seller of the 
business and secondly Stream's obviously not easy for them to off load so this looks like the only 
viable solution." Portfolio Partners investment manager Nick Pashias said combined annual losses for 
Stream and Telepiu were $600-800 million. 

"Investors are obviously concerned about the earnings dilution that this will have," Mr Pashias said. 
"We estimate it to be about eight per cent on fiscal 03, as well as the large cash flow drain the deal will 
have on the company over the next few years. The market's really not in the mood to reward long term 
growth. We estimate the platform could be profitable on 2005-2006, that's obviously a long way out." 
Mr Pashias said to make the business profitable, News Corp needed to address churn rates, 
programming costs and piracy, which is rampant in Italy. But analysts said the market's negative 
reaction was excessive. Rothschild Asset Management analyst Scott Maddock said Mr Murdoch had 
created a monopoly business in a potentially large pay TV market that could become profitable in two 
years. "Potentially, it a good deal," he said. CCZ Equities media analyst Roger Colman described the 
purchase price as a bargain. "It's a great deal because it creates a monopoly," he said. "How the market 
can react negatively to a company that's been handed a monopoly is beyond me. "One assumes it's 
been approved by (Italian prime minister and media magnate) Silvio Berlusconi and the sports nghts 
access payments are only short term duration and will be negotiated sooner than they typically would 
be in the United States or the United Kingdom. The cost per subscriber is cheap and News Corp also 
has a clear path towards building a six or seven million subscriber base with (Stream partner) Telecom 
Italia free of competitive pressures or hindrance." Mr Colman suggested success in Italy could reignite 
Mr Murdoch's interest in the ailing Premiere pay TV business in Germany, still reeling from the 
collapse of the Kirch media empire. He said News Corp may then be in a position to again 
contemplate creating Sky Global Networks, a new company incorporating all the company's pay TV 
snterests that was first mooted in 2000 but shelved after the technology bubble burst. Shaw 
Stockbroking analyst Scott Marshall said there was still plenty of scope for the deal to break down. 
Not only does it needs approval from Italian authorities but News Corp must also find a partner 
willing to pay for 50 per cent of the combined Telepiu-Stream operation. News Corp's current partner 
in Stream, Telecom Italia, has said it is unwilling to put any more cash into the venture. 

And if having a negative market reaction was not enough, Rupert Murdoch is now stirring up 
America's religious world. 

Murdoch behind religious protest, groups say. As six religious programmers prepared to present 
to the Department of Justice some 400,000 petitions against EchoStar Communications Corp.’s 
planned merger with DirecTV Inc., other religious broadcasters are charging that Louis Sheldon, 
president of the Traditional Values Coalition, is orchestrating that protest to help News Corp. CEO 
Rupert Murdoch block the merger. "I believe the recent stand by the executive committee of the 
National Religious Broadcasters to oppose the merger may be the result of a meeting that Louis 
Sheldon, head of the Traditional Values Coalition, arranged with Rupert Murdoch," wrote David 
Clark, president of FamilyNet and former chairman of National Religious Broadcasters, to Attorney 
General John Ashcroft and Federal Communications Commission chairman Michael Powell. 
FamilyNet is a values-based TV and radio network based in Fort Worth, Texas. According to Clark 
and other sources, members of NRB met with Sheldon and Murdoch in Murdoch’s New York office 
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in early March to discuss the merger. During that meeting, one member said, Murdoch told some 
Christian programmers he would commit to airing more religious programming on his systems if the 
proposed EchoStar-DirecTV merger fell through and Murdoch ended up owning DirecTV. Murdoch 
also noted that he has many other systems world-wide that could air Christian programming. 
"Murdoch did give us assurances," said Glenn Plummer, chairman of the NRB and meeting attendee. 
"He’s probably one of the most influential people in the world, and he could at least give us a good 
satisfactory response. The EchoStar people could not give us that." Plummer said EchoStar CEO 
Charlie Ergen was also invited to a meeting with the NRB in New York, but he declined to come. 
Instead, Ergen sent his representative, vice president of programming Michael Schwimmer. "He 
was unwilling to make any further commitment to the carriage of religious programming," Plummer 
added. In the end, NRB’s executive committee took a position against the merger, although Plummer 
said that decision was independent of Murdoch’s promises. NRB listed five reasons why it opposes 
the merger, including concerns about consumer access to religious programming and "EchoStar’s 
resistance to Christian and family-oriented programming." NRB is not participating in the protest. The 
petitions will be presented by Pastor John Hagee of John Hagee Ministries, the Rev. Keith Butler of 
Keith Butler Ministries, the Rev. Kenneth Copeland of Kenneth Copeland Ministries, the Rev. Jesse 
DuPlantis of Jesse DuPlantis Ministries, the Rev. Creflo Dollar of Creflo Dollar Ministries and Dr. 
Richard Roberts, president of Oral Roberts University. Still, even that much involvement between 
religious broadcasters and Murdoch concerns other Christian programmers. “|! am disappointed that 
Mr. Sheldon would ask the executive committee of the NRB to oppose a merger that would increase 
the reach of religious and morally sound family programming. It is especially disappointing in light of 
the morally repugnant programming presented by Mr. Murdoch’s Fox network, which airs programs 
like Boston Public in family-viewing time periods," Clark wrote. "To be lining up with Murdoch, 
who is well known for having the more sleazy networks world-wide, seems a little hypocritical," said 
one religious broadcaster who disagrees both with the protesters and NRB. Phone calls to News Corp. 
representatives were made late Wednesday afternoon but were not returned by press time. EchoStar 
had no comment Wednesday. Two religious broadcasters -- Trinity Broadcast Network and 
direct-broadcast satellite service Dominion Sky Angel, neither of which are members of NRB -- said 

they take a neutral position on the merger. But both have put out statements calling "misleading" the 
information the ministries are distributing and are trying to reassure their viewers and subscribers that 
if the merger is approved, Christian channels "will continue on satellite." "If this were an issue that we 
at TBN believe would be harmful to Christian television, we would alert Christians everywhere," TBN 
said in a prepared statement. 

Religious Broadcast Group Opposes DBS Merger. Religious broadcasters concerned about the 
proposed merger between EchoStar and DirecTV took their case to Washington, D.C., presenting to 
the Justice Department more than 400,000 petitions with some 1.5 million signatures of those opposed 
to the transaction. Ministers from across the country - representing the Coalition of Christian 
Broadcasters - placed the monopoly tag on the pending deal, which is before the Justice Department's 
antitrust officials as well as the Federal Communications Commission. John Hagee, president of 
religious network G.E.T.V, also asked regulators to reject the merger since "the corporate leadership of 
EchoStar is decidedly pro-pornography." A big concern among broadcasters was EchoStar's previous 
battles with must-carry. "Having done everything in its power to overturn policies which have allowed 
Christian broadcasting to flourish, EchoStar now seeks government approval to become a monopoly 
provider of satellite television," Hagee said. "Those of us who believe in the power of Christian 
broadcasting cannot stand idly by." In response, EchoStar said it's complying with must-carry, and 
because of those rules it's carrying a number of religious broadcasters in local TV packages. 

Murdoch to oppose UK's entry into euro zone. Australian-born media mogul Rupert Murdoch 
has vowed to use his position as Britain's most influential newspaper owner to fight any attempt by 
Prime Minister Tony Blair's Labour government to join the euro zone. In an interview published in the 
Financial Times, Murdoch said he would like to see his highly popular British newspapers, The Sun, 
The News of the World, The Times and The Sunday Times, telling readers to "vote no" in any 
referendum on whether Britain should join Economic and Monetary Union (EMU). His reported 
remarks sent the British pound bounding higher on the foreign exchange market to 1.5544 euros from 
1.5468, and to $1.4653 from $1.4602. Murdoch said he would not be happy if his editors took a 
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different line to his opposition to the single currency. "My feeling about the euro is that there is a lot of 
nonsense spoken about it ... It is a political decision (whether to enter). The central issue is one of 
sovereignty. If you give up control of your currency, you are going to give up control of your tax 
system just as night follows day." So if Blair's government called a referendum on the euro, Murdoch's 
message would be "vote no ... Europe is full of so many diverse cultures and histories to slam it 
together with a government of French bureaucrats answerable to nobody. The idea of Europe having 
one foreign policy, tying up its military in one organisation, it seems to me 100 years premature. | 
cannot see anything but benefit by waiting." 

And there is the overview of how Rupert Murdoch managed to put Jean-Marie Messier down for the 
count. 

Messier meets his nemesis. It's Rupert, not Jean-Marie, who rules the roost after the chief of 
Vivendi was ousted last week. Richard Wachman charts the showy Frenchman's defeat at the hands of 
a supreme tactician. This is a story about ruthless ambition, money, politics and a clash between two of 
the most powerful men in international business: Jean-Marie Messier and Keith Rupert Murdoch. 
Messier was ousted last week as chief executive of Vivendi, the cash-strapped company he 
transformed from a humble French water group into a world-wide media giant. Yet it all looked so 
different three years ago, when Vivendi acquired a 23 per cent stake in BSkyB, Murdoch's satellite 
broadcasting operation. Observers saw this as part of a plot by Messier to topple the Australian-born 
multi-billionaire from his undisputed leadership of what the Americans call the global media village. 
When Messier rang Murdoch to tell him of the purchase, the media magnate slammed down the 
phone. The two men did not speak again for a year. When they did, the relationship was frosty, which 
is hardly surprising as Messier followed up his BSkyB coup with a string of US media acquisitions, 
including a blatant attempt to thwart Murdoch's efforts to break into the lucrative American satellite 
television market. Many industrialists, bankers and politicians believed Murdoch had met his nemesis. 
But Messier is now a busted flush and out of a job. Murdoch is still there, and turning up the heat by 
cutting his offer to buy Telepiu, Vivendi's Italian pay-TV business, which Messier's successor, 
Jean-Rene Fourtou, is desperate to sell to cut the French group's debt mountain. Vivendi is a shadow 
of its former self but Murdoch, the septuagenarian head of News Corporation, the company that he has 
built up over four decades, and whose interests include the Sun, the Times, HarperCollins and 
Twentieth Century Fox, looks stronger than ever. Hated by many, feared and respected in equal 
measure, Murdoch, not Messier, has lived to fight another day. Why? 

Matthew Horsman, media analyst at Investec Henderson Crosthwaite and author of a book on 
BSkyB, says: "Messier took on too much: the French political establishment, US investors, his own 
board, you name it. Murdoch is much shrewder; he is a consummate tactician and fights battles he can 
win.' To win those battles, it helps to have friends in high places, and that is a game Murdoch plays 
well. His friendship with Margaret Thatcher helped him to secure control of the Times and Sunday 
Times in the Eighties and to defeat the print unions at Wapping. In 1969, his networking skills had 
played a critical role in beating Robert Maxwell in the race to buy his first British national newspaper, 
the News of the World, even though Murdoch's bid was lower than Maxwell's. Murdoch is also 
flexible. He will swap sides if it secures his company's objectives. He switched his support to Tony 
Blair when the Conservatives, under John Major, tore themselves apart over the single currency. 
Messier, on the other hand, has been bad at relationships, and in large part, this explains his downfall. 
When he moved Vivendi's headquarters to the US and said the case for ‘French cultural 
exceptionalism’ no longer existed, he was vilified in France, where people are suspicious of ‘American 
cultural imperialism' and successive governments have taken measures to protect the French media 
from foreign influences. Says one City observer, ‘It was one thing for Messier to buy the media 
interests of Seagram, controlled by the Canadian Bronfman family, in 2000, which was when he 
acquired Universal, but quite another to so blatantly champion the virtues of Anglo-Saxon capitalism.’ 
On Les Guignols, the French television equivalent of Spitting Image, the puppet of Messier always 
spoke with a New York accent, reflecting his perceived betrayal of his country's national interest. He 
made more enemies in his home country by sacking Pierre Les cure, the popular head of Vivendi's TV 
subsidiary, Canal Plus. That brought protesters onto the streets, among them actresses Catherine 
Deneuve and Juliet Binoche. As Vivendi's financial problems worsened and its debt soared to €33 
billion, the stage was set for Messier's removal. Under pressure from President Chirac, and numerous 
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other French politicians, the banks told Messier that unless he went, they would pull the plug. The 
French politicians were ruthless, encouraging Vivendi's directors to oust Messier or risk bankruptcy. 
The Bronfman family and assorted North American allies, who had five seats on the board, backed the 
campaign. So did Axa, the massive French insurance concern. Messier had no choice but to go. US 
investors, who considered that Messier had expanded recklessly and paid too much for Seagram, were 
delighted. 'He was a deal junkie,’ complained one Wall Street analyst. The price of Seagram was high 
in another way: the European Commission ruled that Vivendi must divest itself of its holding in 
BSkyB to win approval for the $34bn purchase. It was a bitter pill. Ironically, Murdoch found himself 
in a similar financial position to Vivendi in 1991, when a single US bank threatened to veto plans by 
News Corporation's lenders to roll over short-term debt. Murdoch's ‘unofficial’ biographer, William 
Shawcross, wrote: ‘Here was a man who for decades had been able to call presidents and prime 
ministers almost at whim, and the chairman of small bank in Pittsburgh would not speak to him.’ In 
the end, Murdoch's friends and contacts managed to change the bank's mind. In stark contrast, Messier 
discovered, too late, that his friends had deserted him in droves. Horsman believes Murdoch's 
penchant for spotting the right managers is another factor that separates the two men. He says: 'Take 
BSkyB, where Murdoch recruited a series of top-notch senior executives. 

First there was (Australian) Sam Chisholm, "the Rottweiler," to get it all going; then it was the turn 
of marketing genius Mark Booth to build up the customer base, now it is Tony Ball, a great hands-on 
operational manager.’ This analysis is backed up by management author Stuart Crainer, who notes in 
his book Business the Rupert Murdoch Way that his most successful executives have been larger than 
life personalities such as Kelvin MacKenzie at the Sun, and before him, Larry Lamb. Needless to say, 
Murdoch was ruthless enough to know when his appointees had reached the end of their usefulness, 
and many, including former Sunday Times editor Andrew Neil, have complained about 'Rupert the 
Fear’. Messier, a former banker at Lazard Frere, was less successful in appointing adroit senior 
managers. But no one can deny he was a fighter: under his leadership Canal Plus began legal 
proceedings against a Murdoch-owned subsidiary, NDS. It claims that NDS employees cracked 
security codes for Canal Plus smart cards and sent them to Internet pirates. But the big problem was 
that Messier's grand strategy didn't stack up. One London-based media analyst, says: ‘Murdoch took a 
big gamble on pay-TV in this country, and pulled it off. Messier, on the other hand, put far too much 
faith in the Internet, and realised too late that it was not going to live up to its earlier promise. He was 
good at deals, but were they the right ones?’ It appears not. Vivendi is now under so much financial 
pressure that it will almost certainly be forced to sell its $1.5bn stake in EchoStar, the US satellite TV 
company, which Messier bought at the end of last year. It was a transaction that pitted him directly 
against Murdoch in America, as EchoStar had pipped the Australian businessman in the battle to 
acquire DirecTV, the other big US satellite broadcaster. Could that stake now go to News 
Corporation? That is improbable, given past rivalry between Murdoch and Charles Ergen, EchoStar's 
poker-playing chairman. But with Messier out of the way and Vivendi on its knees, the balance of 
global media power has shifted in Murdoch's favour. 

The rise and fall of Jean-Marie Messier. 1996: Messier appointed chairman of French utility 
Compagnie Générale des Eaux. 1998: Company changes its name to Vivendi. 2000: Vivendi's shares 
peak at €142. Pays $34 billion for Canadian entertainment group Seagram, to create Vivendi 
Universal. 2001: Pays $2bn for US publisher Houghton Mifflin. Spends $1.5bn on 10 per cent stake 
in EchoStar, a US satellite TV company. Pays $10.3bn for Barry Diller's entertainment business USA 
Networks. 2002: President Chirac launches thinly veiled attack on Messier, saying that treating art and 
culture like ordinary merchandise is 'a profound mental aberration’. Vivendi announces loss of 
€13.6bn for 2001, the largest in French corporate history. Le Monde cites chairman of insurance 
company Axa Claude Bebear, one of France's leading businessmen, as a key figure in 
behind-the-scenes manoeuvres to oust Messier. Messier fires Pierre Lescure, the popular chairman of 
Vivendi's pay-TV arm Canal+. The move sparks criticism in Hollywood and ParisAgencies cut 
Vivendi's debt rating and express worry about off-balance sheet liabilities. Axa goes public with 
criticism of Messier and calls for new management. Bernard Amault, head of LVMH, the luxury 
goods company, resigns from Vivendi board. 3 July, shares close at €13.90, half their value on the day 
Messier became chairman. Messier resigns and hands over to Jean-René Fourtou. Costs of a busted 
flush Vivendi businesses up for sale: Value in euros: EchoStar, US satellite company: 10% holding 
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800m. Telepieu, Italian pay-tv: Ibn. Stake in Cegetel, French phones: 6bn. Canal Plus Technologies: 
250m. Telecom Hungary: 450m. Elektrim, Poland: 850m Total: 9.35bn. 

Police crush pay-TV. A Police sting operation in Melbourne has uncovered a multi-million dollar 
national pay-TV crime spree. Detectives from a western suburbs police station have beaten federal 
police and the National Crime Authority in a race to uncover the massive TV piracy. The Melbourne 
detectives launched an undercover operation to purchase sophisticated TV piracy equipment. Police 
attended the fake purchase in Footscray, and the sting uncovered $10,000 worth of electronic pirating 
equipment. A man, who is to be charged on summons, is helping police trace the racket further up the 
criminal chain. So far only Foxtel has been positively identified as a major target of the piracy, but 
police believe all pay-TV providers face a growing problem. Foxtel spokeswoman F leur Treasure said 
the criminals involved faced heavy penalties. "It's subscription piracy which carries a possible 
five-year jail term and a $5000 fine," she said. "It's something that's on the increase, but we can't put 
any figures on it." A communications technician who has worked for Foxtel and Optus pay-TV 
companies said there were only two ways legitimate customer details could be obtained by criminals. 
One was to hack into the company computer system and the other was to obtain the details from one 
or more installers working for the company. The crime ring offered customers a package so they could 
get pay-TV programs without paying the subscription fee. A top-of-the-line pirate package included a 
satellite dish, a set-top unit and a counterfeit access card for about $1500. The vital piece of the piracy 
operation was the plastic card. Blank smart-cards can legally be purchased over the Internet for less 
than $20 each, with discounts for bulk orders. Criminals obtained details of a legitimate Foxtel 
customer from Foxtel records and implanted the real customer details on to hundreds of blank 
smart-cards. The cloned cards and dishes were then sold to customers on the black market. The cards 
also contained stolen codes and encryption details enabling black market customers to get more than 
100 channels. Sources estimated the piracy scheme could be costing pay-TV companies tens of 
millions of dollars each year in lost subscriptions. The basic Foxtel subscription package is $40 
monthly by cable or $50 monthly by satellite service, but black market buyers were able to get far 
more than the 27-channel basic package. 

TAB cracks down on pub Sky pirates. (Australia's) TAB has threatened to sue members of the 
Australian Hotels Association for piracy of its lucrative Sky Channel racing television service, in an 
escalation of a dispute that is costing the gambling company millions of dollars a year in lost revenue. 
In a letter obtained by The Australian Financial Review, TAB's Sky operation has told the AHA that it 
will seek civil and criminal remedies against hotel owners illegally accessing the Sky service, which 
costs venues $12,000 a year. TAB is believed to be losing $5 million a year from clubs and pubs 
illegally using smart cards to get the service from Optus's digital satellite - but it has yet to take 
significant action on the issue. The company is understood to now have documented evidence of 
hotels across Australia using the smart cards to access the service, as well as vendors of digital satellite 
services promoting the illegal tapping of pay-TV services, including Sky Channel. In a letter to the 
AHA, Sky Channel said it wants full support from the body to crack down on the issue as it seeks legal 
and criminal remedies. "We seek your commitment to provide us with any information about this 
illegal activity which you may become aware of . . . furthermore, we seek your assurance that you will 
co-operate fully with us in bringing offenders to justice," it said. The letter comes as the Australian 
Subscription Television and Radio Association met yesterday to thrash out ways to stem the loss of 
revenues from piracy, which is estimated to affect between 5 per cent to 10 per cent of pay-TV 
revenue in Australia. Sky chief executive Geoff Want yesterday confirmed the company was looking 
to prosecute hotel and club owners. "We intend to protect our rights to the fullest extent possible," he 
said. "We have made information available to the Federal Police and we will be pursuing individual 
sites." Mr Want said he was seeking the co-operation of all industry bodies. TAB bought the Sky 
channel from Rupert Murdoch's News Ltd and Kerry Packer's Publishing & Broadcasting Ltd in 1998 
for $260 million to diversify its earnings base and is currently seeking to boost returns. Sky's 
commercial service provides Sky Channel to hotels, clubs, TABs, and racecourses over 100 live race 
meetings a week via a satellite dish and a decoder box to 5,600 customers. The company's pay-TV 
service, Sky Racing, is available to 1.5 million subscribers through the Optus, Foxtel and Austar 
platforms. Macquarie Bank has forecast revenue from commercial, pay-TV and international services 
of $105.3 million in 2002 and $118.8 million in 2003 and earnings before interest and tax of $27.1 
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million in 2002 and $32.7 million in 2003. TAB is also looking to renegotiate its content and program 
agreements with race clubs. It recently negotiated a reduction with Victorian clubs, which has led to a 
5 per cent discount being passed on to venues from this month. Agreements with other clubs expire in 
the next five years. 

AHA hits back at Sky piracy accusations. A war of words has erupted between TAB and the 
Australian Hotels Association over allegations of piracy of the Sky Channel television racing service 
by member pubs throughout Australia. In a statement, the AHA called on Sky to apologise over 
allegations that its members were engaged in illegally accessing the Sky service, which is costing TAB 
millions in lost revenue a year. TAB - in a letter obtained by The Australian Financial Review - told 
the AHA: "Sky Channel has been concerned for some time by the level of piracy engaged in by some 
hoteliers throughout Australia. Many of these hoteliers are members of your association." It warned 
that it would seck criminal prosecution against pubs illegally accessing the service. However, the 
national executive director of the AHA, Richard Mulcahy, called on Sky to withdraw their broad 
allegations. "We only received the letter from Sky today... | also personally met with the CEO of TAB 
over a week ago and no mention of this action was made," he said. "If Sky were so concerned about 
this issue, why haven't they raised it with me personally? To imply, as Sky have, that the AHA is 
involved in this kind of conduct is insulting." TAB's stepped-up attack on pirates comes as the 
pay-TV industry moves into crisis mode on the issue, which is hindering attempts to make the industry 
viable. Industry estimates suggest as much as 10 per cent of Austar and Foxtel customers are not 
paying for their pay-TV service. Amendments to the Copyright Act, which came into effect on March 
4, ban the use of illegal set-top boxes and fraudulent smart cards. Criminal penalties can reach 
$60,500 in fines and imprisonment for up to five years. Mr Mulcahy said the AHA was strongly 
opposed to piracy and had recently warned in its newsletter that piracy was a serious crime. He said 
the AHA was working with the pay-TV industry to stamp out piracy. TAB has presented evidence to 
the Australian Federal Police alleging systematic piracy of its Sky Channel racing television service by 
certain clubs and pubs throughout the country. The company is believed to have evidence, including 
sworn affidavits, showing a number of pubs in areas such as Ballarat in Victoria use fake smart cards 
to access its expensive Sky Channel service. 

Coop's comment: Here is how it works. A smart card internally contains one-third of the three key 
number sequence required to "turn on" a specific receiver. A device called a card reader will "extract" 
that "key number" from the card making it available for piracy use. A receiver plugged into a service 
such as Sky's racing channels then uses a "data reader” to monitor the flow of numbers going to 
authorised, legitimate smart card equipped receivers. In that data stream the piracy advocate, already 
armed with the key number previously extracted from the card proper, will now be able to use the 
card's internal number to "attach to" the number stream being transmitted by Sky. There are two new 
key numbers in the satellite transmitted data stream - when they are added to the card's internal 
number, the piracy advocate can now create a new (trio) sequence of numbers to reload (reprogram) a 
blank card. In that process, the piracy person can modify the last of three key numbers so that the 
receiver believes it is authorised not only for Sky but any (and all) of the Sky, Austar, Foxtel channels. 
The total elapsed time in the hands of a skilled programmer is under 5 minutes. The cost of the blank 
smart card (to which the new data is loaded) is under $10. Once the three "key" numbers are known, 
the piracy advocate can then use and reuse these (same) numbers for an unlimited number of cards. 
The original card number, extracted from a working smart card, is however vulnerable to detection if it 
falls into the hands of a programmer (such as Sky). When this happens, the service provider is able to 
send a message to any (and all) cards using that number to shut it (them) down. Except. Except the 
pirates have worked out a way to "block" shut down instructions using a device called a "Fun Card." 
Once a Fun Card is activated, it totally ignores any shut down instructions and in effect the card can 
not be turned off even if the programmer "tumbles" to the original card number. 

Aussies Mull CD-Copy Endorsement. In a move that contrasts with the hard stance in the United 
States, Australian music industry officials are gauging a plan to endorse CD-copying vending 
machines. The proposal is an example of the measures major record companies may have to swallow 
as technological advances in music distribution are made, or risk being accused of anti-competitive 
behaviour, a legal expert involved in the industry believes. An Australian maker of CD burners asked 
the Australian Record Industry Association, or ARIA, and the Australian Mechanical Copyright 


COOP's TECHNOLOGY DIGEST- July 24, 2002 - page 17 


Owners Society to let the machines be operated in public places in return for a small royalty fee for 
every CD copied. Greg Moore, chief executive of Adelaide-based Little Ripper CD Burner Pty., said 
the coin-operated machines are intended for people to use to make backup copies of their own CDs in 
case of damage or loss of the original. Under Australian copyright law, that is illegal. The burners 
could be located in convenience stores across the country, and would charge about Au$5, or US$2.85, 
to copy a disc, Moore said. A small percentage of that fee would go toward royalties. Exact details of 
how the royalties would be distributed haven't been divulged. Some CD copying machines have 
already been installed in convenience stores around Australia by independent operators. They work 
under the same legal obligations as photocopiers: The onus is on users, not the machines’ owners, to 
uphold copyright laws. Moore said the Australian Mechanical Copyright Owners Society, or 
AMCOS, which represents some 30,000 songwriters and music publishers, was "very receptive" to his 
proposal. "We're negotiating a deal. It's not finalised, but it's progressing nicely," Moore said. 
Richard Mallett, the transmission licensing director of AMCOS, confirmed the society was in talks 
with Little Ripper. However, he said that "precise details of any licensing agreements have not been 
discussed." Michael Speck, of ARIA's anti-piracy investigations unit, also confirmed the record 
industry lobby group was looking at the proposal. "An approach has been made and it will be 
considered," he said. "However, I can see some significant difficulties in anyone in the process 
adequately, fairly or justly compensating the copyright owners." Speck said there were legitimate uses 
for the devices, but “the risk of a burner being used for illegitimate purposes increases dramatically 
when it's put on a street corner.". Owen Trembath, a former music lawyer turned industry consultant, 
said the proposal gave the record industry little room to manoeuvre. He said if record companies 
agree to the deal, but inflate the price of licensing fees charged to the vending machine owners to 
protect their own product, they may be at risk of being accused of anti-competitive business practices. 
If they don't agree to the proposal, the vending machines could ultimately flourish, and record 
companies and song writers won't see any sort of payment, he said. 

Group aims to prevent digital TV ‘anarchy’. A coalition of movie studios, TV broadcast 
networks and electronics manufacturers has agreed on a proposal to prevent digital TV recordings 
from finding their way on the Internet. The proposal, drafted by the coalition called the Broadcast 
Protection Discussion Group (BPDG), underscores Hollywood's concern that TV shows and movies 
will follow the same fate as the music industry where digitised content will be swapped freely online. 
But for other parties involved in the group, the proposal signifies the growing debate between 
consumers’ fair use of content and to what extent content should be protected. The BPDG aims to 
regulate what happens to the signal once it's picked up by the TV set. The proposal will require all 
digital TV set manufacturers to include a technology--called a demodulator--that will recognise a 
regular analogue TV signal from a digital one. Digital signals will have a watermark, called a 
"broadcast flag,” embedded into their transmissions. Once the signal reaches the set, the demodulator 
encrypts it, allowing the content to be recorded onto other home entertainment components such as a 
TiVo, set-top boxes, DVD recorders and home-networking systems. The only place where the digital 
recordings cannot go is on the Internet. Consumers will not be able to post digital recordings on a 
file-sharing service or send clips of digital TV programs to their friends. "In order to limit the 
consumer's ability to redistribute content outside of the home, we thought it was necessary to get a 
mandate from government," Andrew Setos, president of engineering at News Corp.'s Fox Group and 
BPDG CO-chair, said in a May interview. If the BPDG gets its way, the Federal Communications 
Commission will have regulatory powers to force consumer electronics companies to implement 
technologies to encrypt the digital transmission when it hits the TV set. Broadcasters expect the 
encryption process will block any potential distribution of TV shows and movies on the Internet. The 
group has not determined its immediate next step, but will likely approach Congress and the FCC to 
support the proposal. Naturally, every side has its problems with the process. Electronics 
manufacturers in particular have complained that Hollywood has been too heavy-handed because the 
encryption measures would not allow DVR recordings to be replayed on standard DVD players. The 
blocking of recordable DVDs from being replayed on standard DVDs would hamper the evolution for 
digital recordings. This is an issue affecting many parties, especially the entertainment industry, 
consumer electronics manufacturers, TV networks and consumer groups. In due time, TV signals will 
be broadcast in digital format, allowing people to receive pristine reception of their favourite shows 
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and movies. Digital broadcasts will likely change the way people watch television and open the doors 
for electronics companies to sell new TV sets and a new breed of devices. But with digitisation's perks 
come its headaches. As evidenced by the rise in popular file-sharing services such as Napster, Kazaa 
and LimeWire, content converted in digital files can be easily copied and swapped. Movie studios and 
broadcast networks are taking measures to prevent their content from being freely distributed. Others 
have criticised the BPDG for being too heavily under the control of Hollywood's agenda. They claim 
the process of debate should have been more open to consumers and the press, who were not allowed 
to attend BPDG meetings. "Digital TV standards are a matter of public policy; airwaves are public 
resource," said Joe Kraus, cofounder of Excite.com and head of public advocacy group 
DigitalConsumer.org. "It is a public policy matter by which the process that these proposals were 
made was behind closed doors." 

Vulnerability Is Discovered in Security for Smart Cards. Two University of Cambridge 
computer security researchers have described an ingenious and inexpensive attack that employs a $30 
camera flashgun and a microscope to extract secret information contained in widely used smart cards. 
The newly discovered vulnerability is reason for alarm, the researchers said, because it could make it 
cost-effective for a criminal to steal information from the cards. Smart cards are used for dozens of 
different applications, including electronic identity protection, credit and debit cards and cellular 
phone payment and identity systems. The Cambridge researchers said they had discussed their 
discovery with a number of card manufacturers, and several had acknowledged the vulnerability. One 
company reported that its security testing teams had already considered types of attacks similar to the 
one mounted by the Cambridge team and that they believed their products were not vulnerable. The 
researchers said they had also proposed a potential design change to the companies that would protect 
against the attack. "This vulnerability may pose a big problem for the industry," they wrote in their 
paper, "Optical Fault Induction Attacks." The researchers argued the industry would need to add 
countermeasures to the cards to increase their security. The Cambridge group's discovery is one of 
two new smart card attacks that was introduced in Oakland, California at an Institute of Electrical and 
Electronics Engineers symposium on security and privacy. A team of researchers from 1.B.M.'s 
Thomas J. Watson Laboratory in Yorktown Heights, N.Y., also presented a report at the conference 
based on their discovery of a different vulnerability in subscriber identification module, or S.I.M., 
cards. These are used in the type of digital cell phone known as G.S.M., widely used in Europe and to 
a lesser extent in North America. The vulnerability would make it possible for a criminal to find the 
secret information stored in the card, steal the user's cell phone identity and make free phone calls. 
Smart cards are credit-card-like devices containing a microprocessor chip and a small amount of 
computer memory for storing bits of electronic data that represent money or other information that 
can be used to ensure identity, like a code or a digitised retina scan or fingerprint. More widely used in 
Europe than in the United States, the cards have long been promoted as the key to a cashless society 
as well as for identity and authorisation applications. Some countries have begun using them for 
national identity cards, and they have recently been discussed as a way of confirming travellers’ 
identities to speed airport security. The Pentagon has armed soldiers with smart cards for online 
identity and physical access, and the cards are in use in the United States in commercial services like 
the American Express Blue credit card and the Providian Smart Visa Card. Both cards are offered by 
their providers as a convenient and safe way to make Internet purchases, although their actual use for 
those purposes so far has been limited. Some of the information stored in the card is in the form of a 
number composed of ones and zeros that cryptographers refer to as a "private key." That key is part 
of a two-key system that is used to encode and decode information. The security of such systems is 
compromised if the private key is revealed. Typically, after the card holder authenticates the card by 
supplying a pin number, the private key will then be used to encrypt any sort of transaction using the 
card. For example, the card might be used to authorise a purchase or a transfer of funds, make an 
e-mail message private, log on to a computer network or enter a building. The researchers from 
Britain, Sergei Skorobogatov and Ross Anderson, who are based at the University of Cambridge 
Computer Laboratory, discovered the flaw after Mr. Skorobogatov found that he could interrupt the 
operation of the smart card's microprocessor simply by exposing it to an electronic camera flashbulb. 
They were able to expose the circuit to the light by scraping most of the protective coating from the 
surface of the microprocessor circuit that is embedded in each smart card. With more study, the 
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researchers were able to focus the flash on individual transistors within the chip by beaming the flash 
through a standard laboratory microscope. 

"We used duct tape to fix the photoflash lamp on the video port of a Wentworth Labs MP-901 
manual probing station," they wrote in their paper. By sequentially changing the values of the 
transistors used to store information, they were able to "reverse engineer" the memory address map, 
allowing them to extract the secret information contained in the smart card. Mr. Skorobogatov is a 
Russian emigrant who was once employed in the former Soviet Union's nuclear weapons program, 
where his job was to maintain bombs. Mr. Anderson is a well-known computer security researcher 
whose work in both computer security and cryptography is widely recognised. The researchers said 
they had discussed their findings with a number of companies that had acknowledged the 
vulnerability. However, at least one manufacturer who had read the paper said it believed its products 
were not vulnerable to the attack. "This is a paper for an academic conference," said Alex Giakoumis, 
director of product lines for the Atmel Corporation, a San Jose, California.-based maker of smart 
cards. "We've already looked at this area." He said his company had built defensive measures into its 
products that would make them invulnerable to such an attack. However, he said he was unwilling to 
be specific about the nature of the security system, because such information would be valuable to 
someone who was attempting to break the security of the Atmel smart cards. The I.B.M. paper, which 
is titled "Partitioning Attacks: Or How to Rapidly Clone Some G.S.M. Cards," was prepared by 
Josyula R. Rao, Pankaj Rohatgi, Helmut Scherzer and Stefan Tinguely. The researchers reported that 
they had dramatically shortened the time needed to steal secret information from today's G.S.M. 
cellphones. Their new approach can seize the information within minutes, they said, making it a much 
more useful method than either breaking the cryptographic algorithms used by the card or by intrusive 
attacks such as the Cambridge approach. The I.B.M. researchers' report also offers advice to the smart 
card industry on how to protect against vulnerabilities. 

Feds, DirecTV Move on Canadian Hacking Case. DirecTV has unveiled details of a federal 
indictment detailing criminal charges for four individuals, including a Canadian citizen accused of 
leading an international conspiracy to distribute illegal DirecTV access cards. DirecTV said an 
extradition hearing is scheduled for Bill Rath, who was released on bail from an Ontario jail, to 
determine if he will be transferred to the United States to stand trial for money laundering, conspiracy 
and fraud by access device - all felony charges. The Royal Canadian Mounted Police arrested Rath on 
a warrant issued by a Kentucky federal court following a lengthy investigation conducted by 
Kentucky-based FBI and IRS agents. The indictment charges that Rath headed an international 
conspiracy to design, manufacture and distribute signal theft devices throughout North America. The 
devices were designed to compromise DirecTV access cards, the satellite TV company said. Rath 
allegedly took orders for the devices in Canada, then had the product manufactured and distributed by 
other defendants. The purchasers were instructed to wire payments to an offshore bank account 
established by Rath. Information concerning the offshore account, located in the Turks and Caicos 
islands, was uncovered during an investigation by the DirecTV Office of Signal Integrity and was 
turned over to federal authorities. The wire transfers date back to 1996 and are estimated to run into 
the millions of dollars, DirecTV said. 

MTG's Anti-Piracy Measures: International media group Modern Times Group (MTG) has 
announced that its Viasat pay-TV broadcasting division has initiated a major technical programme of 
counter-measures to eliminate the use of illegal pirate smart cards to access its pay-TV channels in 
Scandinavia. MTG says the indications are “that a very high proportion of the illegal cards have been 
successfully blocked. ” Viasat has also substantially increased the frequency with which it changes the 
encryption codes for its broadcasts, resulting in what it believes will be a dramatic reduction in the 
ability of pirate cardholders to view the channels. Viasat is also considering launching the ultimate 
anti-piracy measure in the near future — the replacement of the entire existing pay-TV digital smart 
card stock. This latter measure would have the effect of rendering all existing pirate cards useless. At 
the same time, Viasat has launched a special offer to convert those viewers holding pirate cards into 
legitimate Viasat subscribers. 

Bell Expressvu accused of helping grey market satellite. Canadian satellite TV companies have 
been trying to shut down so-called grey market dishes, which pick up signals from U.S. companies. In 
fact, selling U.S. satellite service to consumers north of the border has been declared illegal in Canada. 
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However, Canada's biggest satellite TV company is being accused of actually helping the grey market. 
In a Toronto-area warehouse, a video camera hidden under a private detective's coat catches the sale of 
a huge shipment of satellite dishes meant to receive U.S. signals. The deal is done in the front seat of a 
car — cash only so there's no paper trail — and rented trucks are ready to cart it all away. What's strange 
is that the thousands of units of grey market equipment comes from Bell Expressvu, the Canadian 
satellite company that's been suing dealers who sell U.S. systems. Incredible Electronics dealer David 
Fuss he has been recording everything to protect himself ever since he realised Bell's involvement. He 
even filed an affidavit in court containing all this information. "I thought that this is the stupidest thing 
that they could be doing," he says. "They can't sue people for doing something that they do 
themselves, plain and simply." All the grey market equipment originally belonged to Canadians who 
had bought it to watch U.S. satellite TV. They turned it into Bell as part of the company's repatriation 
program, getting some free Expressvu service in return. Then Bell sold the equipment, thousands of 
units, at $5 a piece, to a small Ontario company called Continental Components. Continental sold it to 
David Fuss. Fuss says it's not the first time this sort of thing has happened. It's been done by Bell 
numerous times in the past," he says. "We've had units come back and forth several times." Expressvu 
officials say they had signed guarantees from Continental Components that the equipment would only 
be sold into the U.S., not into Canada. One shipment of dishes even came with subscription 
information, names and phone numbers, of thousands of Canadians who used to belong to the grey 
market, Ray Alarie among them. 

Alarie watches Bell Expressvu now, but the dish outside his house used to be an American DirecTV 
system. He can't understand why Bell would sell it in Canada, especially with his name still attached. 
That's a bit of a black mark against them," says Alarie. "I'm not happy about that. I'm not happy about 
the breach of privacy, if you will." As for David Fuss, he's holding on to the videotape and the 
equipment. He says it's important evidence that the grey market's biggest enemy is actually helping it 
out. 

Treating Viewers as Criminals. Networks say watching TV without the ads is theft. Will blipverts 
be next? Remember blipverts? The 1980s science fiction series, Max Headroom, depicted a society 
"twenty minutes into the future" ruled by powerful television networks locked in ruthless competition 
for viewer eyeballs. Concerned by the growing trend towards channel surfing, the blipvert was 
developed as a rapid-fire subliminal advertisement which pumped its commercial messages directly 
into consumers’ brains before they had a chance to change the channel. Unfortunately, the blipvert had 
the unanticipated side effect of causing spontaneous combustion in a certain number of overweight and 
chronically inactive couch potatoes. This outcome was viewed as an acceptable risk by the networks, 
even though it potentially decreased the number of viewers for their programs. I could not help but 
think about blipverts the other day when | stumbled across the recent comments of Turner 
Broadcasting System CEO Jaimie Kellner, who asserted that television viewers who skipped 
commercials using their digital video recorders were guilty of "stealing" broadcast content. Kellner 
told an industry trade press reporter that "Your contract with the network when you get the show is 
you're going to watch the spots." He conceded that there may be a_ historic loophole allowing us to 
take short breaks to go to the bathroom but otherwise, we are expected to be at our post, doing our 
duties, watching every commercial, and presumably, though he never said it, buying every product. 
Kellner's intemperate rhetoric is, alas, characteristic of the ways that the media industry increasingly 
thinks about, talks about, and addresses its consumers in the post-Napster era. Napster may—and | 
stress, may—have been legitimately labelled piracy, but now all forms of consumerism are being 
criminalized with ever-decreasing degrees of credibility. Once going to the bathroom or grabbing a 
snack on a commercial break gets treated as a form of theft, the media conglomerates are going to be 
hard pressed to get consumer compliance with their expectations, making it impossible to draw 
legitimate lines about what is and is not appropriate use of media content. Name-calling is the last 
resort of once powerful institutions that are finding themselves losing control in the face of rapid 
media change. Never mind that the same media giants are often the manufacturers of the new media 
technologies we are using to skip their commercials or that some of the advertisements they want us 
to watch are marketing us features which allow us to skip advertisements. Never mind that we now 
have many more media options and we need the networks frankly far less than the networks need us. | 
don't know about you but I want to renegotiate my contract! There has been a significant increase in 
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the number of commercials per hour since | first started watching network programming. 
Consequently, my workload has doubled or tripled, while my compensation—the programming—has 
gone down in quantity, if not in quality. One wonders whether it isn't time for television viewers to 
form a union, demand that people like Kellner sit down at the negotiating table, and cut a better deal 
with us, if they continue to expect viewer loyalty. And given research linking extensive television 
viewing with obesity, perhaps we might have some way of holding the networks accountable for their 
workplace safety violations as well, before some of us start to spontaneously explode. But, seriously, 
the networks do not and never have had contracts with consumers, compensating us for the labour we 
perform in watching commercials. They do, however, have contracts with advertisers, promising them 
a certain number of eyeballs in return for their financial support for broadcast content, and in the new 
media age, they are increasingly failing to make good on those agreements. 

Viewers have rights too, or at least that is the argument of the Electronic Frontier Foundation, 
which is suing for your right to record TV programs and skip the commercials. The online civil 
liberties group has filed suit against more than two dozen entertainment companies on behalf of five 
consumers who own ReplayTV recorders, asking a judge to declare activities such as recording and 
fast forwarding legal. The complaint said court action is needed because an "Entertainment Oligarchy" 
made up of the networks and studios has repeatedly called consumers’ use of the ReplayTV 400 "theft" 
and "stealing." The plaintiffs hope their case will be consolidated with an earlier suit involving 
ReplayTV and will help bring the interests of consumers to the forefront in litigation. 

Digital recording company TiVo is testing new promotional methods to assure TV networks that it 
won't tune out their ad-supported businesses, walking the fine line between its customers and 
entrenched media giants. In a move that came with little advance notice, TiVo subscribers in the 
United Kingdom during June found the BBC comedy "Dossa and Joe" automatically pushed onto their 
digital video recorders (DVRs) unless they had already programmed the device to record another show 
during the same time slot. The promotion, part of a broader deal with the BBC, set off a wave of 
complaints that caught the company off guard. Many customers were baffled by the show's appearance 
as a new menu item--one they had not recorded and could not delete. The program would be deleted 
automatically after four days, according to TiVo. "In retrospect, it may have been a good idea to send 
a message to the subscribers," TiVo spokeswoman Rebecca Baer said. TiVo has won a loyal 
following from customers who love the convenience of recording and watching shows at their own 
pace, rather than on the schedule dictated by the TV networks. But the company has been equally 
eager to court broadcasters and advertisers who see the ability of such devices to easily skip over 
advertisements as a potential missile aimed at their businesses. Major media companies have filed a 
lawsuit against TiVo rival Sonicblue, alleging the company's ReplayTV recording devices infringe 
their copyrights. TiVo, with backing from major media players including AOL Time Warner, has 
walked a more conciliatory line. Among other things, TiVo has been ratcheting up its advertising and 
promotions efforts with its partners to demonstrate that digital video recorders are not a threat to the 
TV-advertising market. The San Jose, California based company has already worked with the likes of 
Best Buy and Lexus to demonstrate new methods of promoting products on its DVR service. 
Advertising represents just a fraction of TiVo's overall revenue, but the company expects it to 
contribute more in the future. TiVo receives most of its revenue from the approximately 400,000 
subscribers to its DVR service. TiVo's service costs $12.95 per month or $249 for a subscription that 
lasts for the life of the recorder. 

Playing both sides. Digital video recorders are similar to VCRs, but instead of recording shows to a 
VHS tape they store them on a hard drive. TiVo maintains a service that lets subscribers program 
DVRs to record their favourite shows, "pause" live broadcasts, and resume play without missing any 
material. They can also fast-forward to catch up with the live feed. The ability to fast-forward over 
parts of shows has TV networks complaining that DVRs are putting their businesses in jeopardy. 
Several top-level executives in the last couple of months, including AOL Time Warner CEO Richard 
Parsons and Turner Broadcasting CEO Jamie Kellner, have spoken out against the dangers of 
ad-skipping features, saying they undermine a network's ability to make money. The issue has split the 
DVR industry, with Sonicblue aggressively pushing the envelope with media companies and TiVo 
seeking to play both sides of the fence. Sonicblue is unapologetic about its ad-skipping feature, called 
‘Commercial Advance.' "Sonicblue is working to develop new broadband services to create new 
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channels for content, whether that be targeted advertising or pay-per-view," said Andy Wolfe, chief 
technology officer for Sonicblue. But Wolfe added that Sonicblue's main concern is customers who 
have said they don't want to watch commercials. "When entertainment companies start investing in 
some of these new business models, then we're going to be there to support them," he said. In 
contrast, TiVo has not been as active in promoting the ability to fast-forward through commercials. 
"TiVo has been working within the confines of the current television market where programmers make 
money because they offer advertisers value in the form of reaching viewers," said Aditya Kishore, 
analyst with research firm The Yankee Group. "TiVo isn't making any enemies." Kishore added that 
in some cases, viewers could go beyond just watching the commercials; they may be interacting with 
them. In early March, TiVo signed an exclusive distribution agreement with Best Buy. As part of that 
deal, TiVo and Best Buy have been working on new commercials. When a Best Buy commercial 
appears on regular TV programming, an electronic tag appears on the screen. A TiVo subscriber that 
clicks a designated button on the remote control can access a commercial that is stored on a reserved 
section of the DVR's hard drive. From there, the subscriber would see content from Best Buy, 
showcasing products that can be bought from the retailer. Viewers can access such content whenever 
they want, and Best Buy can update that information constantly. TiVo has also worked with Lexus on 
a sweepstakes tied to a commercial for its ES-300 luxury sedan. Kishore said that without knowing 
how many TiVo subscribers reacted to the Best Buy and Lexus promotions, he couldn't be sure if they 
were more valuable than regular commercials. "But the nature of television viewing is changing. 
They're going to have to adapt the way commercials are created," said Kishore. "This is what these 
companies should be doing: looking for new ways to generate revenue through advertising for the 
service." These promotions not only allow TiVo and its partners to directly interact with viewers and 
potential customers, it also lets them measure how anonymous viewers interacted with the promotion, 
TiVo said. For example, the companies can find out which Best Buy products viewers requested 
information on the most so they know what products consumers are interested in. 

Unwilling participants. TiVo's efforts with Lexus and Best Buy required viewers to choose to 
interact with the promotions, but the "Dossa and Joe" promotion was less participatory. "The new 
content is recorded into TiVo's reserved service area, a partitioned area of the hard drive currently used 
for the software for the receiver, program guide data, Inside TiVo and Channel Highlights," Andrew 
Cresci, vice president for TiVo Europe, said in a statement. "As it does not use the viewer's own 
storage area--the "Now Playing" section--it cannot be saved or deleted (by the viewer), but will 
automatically be deleted after four days." The promotion--one of the more aggressive moves by TiVo 
and a partner--confused many subscribers who were not notified in advance that the show would be 
recorded. "My TiVo just switched channels without asking me. 'Now Playing' doesn't show anything 
recording but 'TiVo Central’ has an extra menu item: 'A must see from the BBC--"Dossa and Joe."’ It's 
not a suggestion, and there certainly isn't a wish list for it. There appears to be no way of cancelling 
this recording, or deleting it. "I really hope TiVo hasn't started getting backhanders from the program 
makers to do this kind of thing. I'm pissed off that I missed the start of the 10 p.m. news because of 
this," one TiVo customer wrote in a TiVo Web forum. TiVo spokeswoman Baer added that TiVo and 
the BBC plan to promote two more shows in the same manner, but said TiVo would be more 
aggressive in communicating to subscribers what it is doing. The companies have not yet determined 
how they will inform subscribers of the promotions. TiVo does not have similar promotions planned 
for the U.S. market, Baer said. Despite some complaints over the "Dossa and Joe" promotion, 
analysts said they expect the consumer fallout for such tests to be short-lived, and relatively 
unimportant compared to TiVo's bigger problem of courting content companies. Interactive TV 
companies "are always doing things that either get the broadcasters upset or their users upset, so it's not 
a surprise," said Jarvis Mak, a senior analyst at research firm Nielsen/NetRatings. "On the 
broadcasters’ perspective, it opens up some possibilities where it can work in their favour." 

An age-old battle to prevent people from pirating cable TV signals flares up again, and 
high-speed Internet connections are part of the reason. A small but growing group of cable TV pirates 
are using their high-speed Internet connection to pilfer video signals. Hackers say they can easily run 
an additional line from their PC's cable modem into the television. Without a set-top box, the result is 
free, basic, analogue cable; with an illegal converter or set-top box, hackers say they have access to 
premium channels such as HBO and Showtime. The advent of digital cable and broadband Internet 
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access is seen as a mixed blessing for operators, bringing advancements to both deter theft and 
increase it. Siphoning TV access from cable modem lines is just one wrinkle to widespread cable 
piracy, but companies such as AT&T Broadband, Cox Communications and Comcast Cable 
Communications say they are aware of this specific kind of theft and are taking various measures to 
stop it. 

Hollywood dodged a second bullet in a burgeoning battle over online film distribution, quickly 
shutting down an Iran-based Web site that had sold access to copyrighted films over the Internet for $1 
apiece. Tehran-based Film88.com registered its Web site in April, and the company had _ briefly 
operated a video-on-demand site renting a long list of Hollywood hits such as "Star Wars" for viewing 
on PCs. 

Welcome hack. A computer sciences graduate student claims to have cracked the security systems 
that prevent Microsoft's Xbox game console from running unauthorised software. In a research paper 
recently published, Massachusetts Institute of Technology student Andrew Huang detailed the 
procedure by which he retrieved the software "keys" that a game disc must contain for the Xbox to 
recognise its contents as legitimate code. Using the key, hackers presumably could write Web 
browsers, MP3 players and other popular applications for the console. Hackers who want to benefit 
from Huang's work are out of luck, however. "I'm not going to share the secret code at all, or the 
key--those are Microsoft copyrighted items," Huang said. To crack the Xbox code, Huang developed a 
custom circuit board that he soldered between two key Xbox components. The board intercepted 
traffic between the components, from which Huang was able to extract the critical security keys. 

The proof ... is on the roof. Drive down any street in Canada. Look up on the roof, chimneys or 
walls. In plain view, is a circular sign that says, “I am a thief!” Grey- and black-market satellite dishes 
are now officially outlawed in Canada. In April, the Supreme ruled that unlicensed providers selling 
decoders for foreign-based satellite signals are breaking the federal broadcasting law. Translation: If 
you are selling grey- or black-market dishes or decoders, the government wants you to stop — now. If 
you are one of the estimated 300,000 to 800,000 grey- or black-market satellite dish owners across 
Canada, you are stealing, plain and simple. Individuals can be fined $5,000 for possessing a dish. 
Dealers face a $25,000 hit. At stake is an estimated $400 million a year that broadcasters estimate is 
being sucked out of the Canadian system as a consequence of people going beyond the two legal 
domestic dish providers. The government hopes Canadians turn in their illegal dishes and subscribe to 
the two sanctioned Canadian satellite providers: Bell ExpressVu and Star Choice. 

So do the providers, who have spent a fortune fighting piracy in the courts and on the streets. The 
trouble is, how do you take half a million people to court? Judging by the number of illegal dishes still 
dotting rooftops in major Canadian cities, there still seems to be a) the means to access illegal signals 
and b) a will to challenge the law. Welcome to the age of electronic theft. The music industry is 
reeling from the fact that anybody with a computer and an Internet connection can download and store 
hundreds of songs. If people are willing to steal from Sony, you can be damn sure that they’re willing 
to steal from Bell. The government, the RCMP and the authorised Canadian dish providers are 
determined to control illegal access by closing down neighbourhood merchants. Some providers have 
already been driven underground or out of business, including one company that was blatantly selling 
“hacked” systems on the Internet. Others are determined to fight on, despite losing an injunction to 
postpone prosecution until after a Charter of Rights Supreme Court challenge (a process that could 
take years). As one dish dealer half-jokingly told us, he’s considering switching to a new business — 
making Bell logo stickers that DirecT'V owners can slap over their no-no satellite dishes. Reversing 
the prevailing willingness to ignore the law will be harder to accomplish. Why do so many otherwise 
law-abiding citizens risk fines, embarrassment and harassment just to watch television? 

There are probably many reasons, but here are three: 1) To get something for nothing. So-and-so 
next door boasts he gets ESPN, MTV and HBO for free every month. Who wants to be the sap still 
shelling out $80 bucks a month who can’t watch any of those channels? 2) To get something you'd be 
willing to pay for if only a Canadian company would carry it. Although some shows are sold 
individually to Canadian stations, no Canadian cable or satellite provider offers pure, undiluted HBO, 
ESPN, Showtime, Disney, American Movie Classics or other tempting “forbidden fruit.” 3) To send a 
message to the CRTC, the government, Canadian cable and satellite companies and others: Get with 
the times, folks. 
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Erecting a protective wall in the name of culture or commerce is a Cold War idea that just won’t 
work anymore. Find a broader, fairer way to provide access as well as protect Canadian business 
interests. The Sun has spent the past several months interviewing people on both sides of the issue, 
including readers ever passionate when it comes to television. Here are some frequently heard 
arguments in a debate that shows no signs of being blacked out. 

ARGUMENT #1: Stealing satellite signals is akin to shoplifting On the day that the Supreme Court 
decision was announced, Industry Minister Allan Rock declared, "We’re not going to have a strong 
broadcasting industry if people can steal. And swiping the signal from the sky is not much different 
from shoplifting or any other form of theft.” Dodgy dish owners/dealers don’t see it that way. What’s 
the difference, they argue, if you use an antenna or a satellite dish to capture these signals? "Isn’t a 
satellite just a really, really high antenna?” says Ian Angus, a lawyer representing several independent 
dealers. Earlier provincial high court decisions seemed to follow this line of thinking. In Quebec and 
B.C. courts, it was found that signals not licensed for broadcast in Canada (i.e. HBO, ESPN) were 
deemed “public domain” and thus up for grabs. If you couldn’t own it, you couldn’t be charged with 
stealing it, went the logic. The recent Supreme Court edict shot down those findings. “There’s a 
distinction there,” insists Ministry of Industry policy specialist Len St. Obain. “If you’re watching a 
signal from Buffalo, you’re putting up an antenna and you’re capturing a signal that’s free to air. 
That’s not what we’re talking about with encrypted programming signals. We’re talking about signals 
that have been deliberately encrypted in order to be received only by paying customers.” St. Obain 
compares it to water. “It’s kind of like saying, “Hey, I can get water out of a tap in my home so why 
shouldn’t I be able to walk out of a store with a bottle of water?’ Because somebody has invested to 
package and market that water to insure that only paying customers buy that water.” 

ARGUMENT #2: Outlawing foreign broadcast signals is what Hitler did during the Second World 
War. It is an act of totalitarianism. This is a battle cry on www.legal-rights.org, a web site maintained 
by the Satellite Legal-Rights Organization. The site shows photos of Nazi officers storing seized radio 
equipment with the warning, “Right now the RCMP are stockpiling hundreds of receivers confiscated 
from Canadian citizens as well.” There’s even a quote from media mogul Rupert Murdoch, who once 
stated that satellite television represents an “unambiguous threat to totalitarian regimes everywhere.” 
The site claims that Canada is one of just a handful of countries, including Cuba, North Korea and 
assorted Islamic conclaves, that outlaw foreign satellite signals. Even Iraq has started to open its 
borders to CNN. “Channel surfing is allowed in Syria — but not in Canada,” the site says. The point 
is that sanctioning only two Canadian companies to provide all our satellite needs is just wrong in a 
wireless world. Not stated is the fact that the U.S., which has 10 times the population, also is only 
serviced by two DTH companies, DirecTV and EchoStar, and there is talk they might merge. Or that 
the Chinese government is experimenting with an extreme plan that will allow them to control all 
foreign and domestic satellite feeds, encrypting signals and uplinking them to their own satellite where 
they can be sold to the public. This allows them to collect from individuals as well as broadcasters. 
One problem: The majority of Chinese people who watch satellite TV get it from cable operators who 
use bootleg decoders, sometimes smuggled from Thailand, to capture the signals illegally. In other 
words, not even China can tell a billion people that they can’t have their MTV. The lesson: Countries 
that try to ban foreign satellite signals simply drive providers underground and create a booming black 
market industry. 

ARGUMENT #3: Protecting Canadian satellite providers is a matter of social and economic 
sovereignty. Representatives at Bell ExpressVu are quick to wave the flag when it comes to protecting 
their satellite turf from DirecTV and other U.S. “deathstars.” When the Supreme Court decision was 
announced, Bell lawyer lan Gavaghan said the ruling would “inject money back into the Canadian 
broadcasting industry for the good of all Canadians.” Poppycock, says Gloria Gibbins, an 
independent satellite systems dealer. She doubts that any reclaimed revenue would ever trickle down 
to the production community. "These communication guys dictate policy,” she says. “They’ve got the 
Department of Heritage in the palm of their hand.” The Ministry of Heritage, of course, sees it 
another way. In Canada, to be a Canadian broadcaster, you have to be Canadian owned and controlled 
and subject to the Canadian Broadcast Act. Even if millions of dollars somehow enriched Canadian 
artists and producers, instead of satellite distributors, would it make a difference? Any HBO 
programming that does filter through to Canada is that channel’s biggest hit. Bravo’s top-rated show 
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is Sex And The City. TMN gets a huge lift from Six Feet Under. CTV scored two million viewers a 
night with The Sopranos. The bottom line: Canadian viewers crave HBO programming. Keeping that 
channel out does not provide a firewall for our culture since its content is already cherished by 
Canadians. Since 80% of the Canadian population lives within 160 km of the U.S. border, maybe 
having an open window on the American scene is part of the Canadian experience. 

ARGUMENT #4: Canadians already have ample viewing choices on sanctioned providers. St. Obain 
points out that, “by any standard, Canadians have access to far more selection of broadcasting services 
than virtually any other country in the world.” That’s a valid argument, especially if you consider the 
50 or so new digital channels introduced last fall. Canadians, however, have largely rejected those 
diginets, leaving most homes without even “Canadianized” (some would say watered down) versions 
of Fox Sports World, MTV, BBC Kids or TVLand. Even if you had all the new diginets, you’d still be 
a frustrated college sports fan. Viewers dying to see a key Bruins-Trojans matchup are often sidelined 
without ESPN or Fox Sports Net. New Canadians faced with limited foreign language packages on 
Bell and Star Choice are equally frustrated. "A lot of my business came from the Polish community,” 
says Ted Edmonds, a longtime west-end Toronto dish dealer. 

ARGUMENT #5: U‘S. satellite providers, such as DirecTV, suck all the satellite revenue out of 
Canada. Or provide new opportunities for Canadians. "Choose the entertainment package you want,” it 
says in the DirecTV brochure. Besides HBO, NBC TVLand, the choices include such all-Canadian 
options as MuchMusic and CBC Newsworld In fact, MuchMusic is available to more Americans than 
there are people in Canada, a cash bonanza for CHUM Television. MuchMusic airs in the U.S. (53 
million homes), Mexico (8 million homes), Argentina, Finland and Malaysia A new deal is in the 
works to bring a MuchMusic/ CITY-TV hybrid to China, extending Canadian cultural icons such as, 
uh, Ed The Sock around the world. 

ARGUMENT #6: Law-abiding citizens have no option but to turn in their grey- or black-market 
dishes. According to various industry sources contacted by The Sun who did not want to be identified, 
grey-market dishes have been installed in the homes of police officers and judges and in fire halls, 
embassy offices and even in a few politicians’ backyards. "If they are going to start arresting people, 
they’ll have to arrest their own first,” said one long-time grey-dish installer. As well, grey dishes, 
often with logos painted over, can be spotted on the rooftops of several Canadian TV stations If rival 
programmers can mount grey dishes to keep an eye on the competition, can’t the average Canadian? 

THE DISH ON DISHES: DirecTV - the most popular of the two US. satellite providers, DirecTV is 
not legally available in Canada. Hundreds of thousands of Canadians, however, do own a DirecTV 
system. They receive signals either via the “grey market” (by subscribing and paying as an American 
would, but providing DirecTV with a U.S. address) or the “black market” (by purchasing an illegal 
device that decodes the encrypted signals). BELL EXPESSVU, STAR CHOICE - the two Canadian 
satellite providers offer a full range of sanctioned Canadian programming, but the CRTC forbids them 
from offering the “forbidden fruit” — American cable channels such as HBO, ESPN, Showtime, 
Nickelodeon and American Movie Classics. Star Choice’s dish is a larger, elliptical dish aimed at two 
satellites. Bell ExpressVu’s dish is a smaller, circular dish aimed at one satellite. The services offer 
slightly different programming, such as sports and movie packages. The per-month cost of these 
services can be slightly less than cable. 

Satellite Celebrates Telstar 1 Anniversary. Mid-July marked the 40th anniversary of the launch 
of Telstar 1, the world's first active communications satellite. Telstar 1 launched from Cape 
Canaveral, Fla., aboard a Boeing Thor Delta rocket on July 10, 1962. It linked a broadcast signal from 
Andover, Maine, to Goonhilly Downs, England, and Pleumeur-Bodou, France. The first transmission 
showed the American flag streaming over the Andover earth station to the sounds of the "Star 
Spangled Banner." Telstar 1 also carried the first long distance telephone call via satellite between 
AT&T's then chairman, Fred Kappel, and U.S. Vice President Lyndon B. Johnson. During its seven 
months in orbit, Telstar 1 delivered live images of baseball games, plays, musical performances, news, 
scenes of the World's Fair in Seattle and a U.S. presidential news conference. Telstar was built by 
AT&T and Bell Laboratories. Today, Loral Skynet operates the Telstar fleet. Since 1962, Skynet has 
operated 14 satellites carrying the Telstar name. Skynet is currently constructing three new satellites - 
Telstar 8, Telstar 13 and Estrela do Sul | - that will carry on the Telstar heritage. 
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